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1. TERMS AND DEFINITIONS

Cookie - is a small piece of data that is sent by a
web server and stored on your computer.

Automated Personal Data processing - Personal
Data processing using computer technology.

Personal Data security - the state of Personal
Data security, in which their confidentiality, availability and
integrity are ensured.

Personal Data Blocking - a temporary suspension
of Personal Data processing (unless the processing is
necessary to clarify Personal Data).

Personal data information system (PDIS) - a set
of personal data contained in the databases and providing
their processing of information technologies and technical
means.

Confidentiality of Personal Data is a mandatory
requirement for a person who has access to Personal Data
not to transfer such Personal Data to third parties without
the consent of its owner.

Unauthorised Access - access to personal data or
actions with personal data that violate the rules for
differentiating access using the means provided by the
PDIS.

Personal Data Carrier - technical devices designed
for recording and processing Personal Data as part of
computer equipment, as well as for storing and moving
recorded Personal Data outside the composition of
computer equipment, as well as paper media of Personal
Data.

Personal Data processing - any action (operation)
or a set of actions (operations) performed using
automation tools or without using such tools with Personal
Data, including collecting, recording, organizing,
accumulating, storing, clarifying (updating, changing),
extracting, using, transfer (distribution, provision, access),
depersonalization, blocking, deletion, destruction of
Personal Data.

Personal Data processing without the use of
automation means is an action with Personal Data, such as
the use, clarification, distribution, destruction of Personal
Data in relation to each of the Personal Data Subjects,
carried out with the direct participation of a person.

Company - "International School LLC".

Responsible for ensuring the security of personal
data - the person responsible for ensuring the safety of
personal data, for the implementation and continuity of
compliance with the established protection measures and
overseeing the functioning of information protection tools
used in the Company's PDIS.

Responsible for organizing Personal Data
processing - a person exercising internal control over the
observance by the Company and its employees of the

1. TEPMWHbI N ONPEAENEHUA

Cookie — Hebonbwoi parmMeHT [aHHbIX,
KOTOPbI OTNpaBnfeTcs Beb-CepBEpPOM M XPaHUTCA Ha
KoMMbloTepe.

ABTOMAaTU3UpOBaHHaa o6pabotka MNAOAH —
obpabotka MNOH C NOMOLLBIO CPEACTB BblYUCAUTENBHOM
TEXHUKU.

be3onacHocTb NAH — COCTOAHME 3aLUNLLEHHOCTH
MNAH, npu KoTopom obecneyeHbl X KOHPUAEHUMNANBHOCTD,
LOCTYNHOCTb U LEeNOCTHOCTD.

bnokuposaHue nax — BpemeHHoe
npekpatieHme 06paboTtku MOH (3a UCKNOYEHUEM C/lyYaEes,
ecnv obpaboTka HeobxoamMma Ansa yTouHeHus MAOH).

MHPopmauMOHHAA cUCTeMa NEepPCOHasbHbIX
paHHbIX (UCNAH) — COBOKYMHOCTb COAEp’Kalinxca B
6asax aaHHbix MOH n obecneunBarWmX UX 06paboOTKY
MHPOPMALIMOHHBIX TEXHO/IOTMIN U TEXHUYECKMX CPEeACTB.

KoHpupgenuymanoHoctb MNAH — ob6naAsaTenbHoe
ONA BbINOAHEHMA ANLOM, nonyyuuswmm goctyn K MAH,
TpeboBaHue He nepepgasatb Takue MNAH TPeTbUM MUAM
6e3 cornacua ee obnagarens.

HecaHKuMoHupoBaHHbIN goctyn (HCA) — aoctyn
K NAH wam pelicteusa ¢ NAH, HapywaowmMe npasuia
pasrpaHWyYeHua AocTyna C MCNONb30BaHMEM CPEACTB,
npepoctasnaembix UCMNAH.

Hocutenb NAH — TexHWYECKUe YCTPOMCTBa,
npegHasHa4vyeHHble Ana 3anucn 1M obpabotkm MAH B
COCTaBE CPEeACTB BbIYUCAUTENBHON TEXHWUKM, @ TaKKe AnA
XpPaHeHMA U nepemeLLeHna 3anncaHHbix MAH 3a npegensl
COCTaBa CPeACTB BbIYUCAUTENbHOW TEXHUKM, a TaKxke
6ymarkHble HocuTenu MAH.

O6pabotka NAH — ntoboe aeiicteme (onepawms)
WM COBOKYMHOCTb AeNCTBUIA (onepauuii), coBepLluiaemsbix C
MCNONb30BaHMEM CpeacT8 aBTomaTtuM3auum uam  6es
MCMNONb30BaHMA Takux cpeacts ¢ [MH, BKkatouvaa cbop,
3anucb, CUCTEMATM3ALMIO, HaKOM/JEeHWEe, XpaHeHue,
yTouHeHMe (obHOBNEHWE, W3MEHeHWe), Uu3B/eYeHMe,
MCnonb3oBaHue, nepegauy (pacnpocTpaHeHue,
npenocTaB/eHune, aoctyn), obe3nnymBaHue,
610KMpoBaHUe, yaaneHue, yHuutoxeHme MaH.

O6pabotka NAH 6e3 ucnonb3oBaHuA cpeacTs
aBTomMatmMsauum — geiictene ¢ MOH, TakuMe Kak
WUCNONb30BaHMe, YTOUYHEeHMue, pacnpocTpaHeHue,
yHuuTOoXeHue MOH B OTHOLWEHUN KaxKaoro u3 cybbekTos
MAH, ocywecTBasemoe Npu HeNnocpeacTBEHHOM yyacTum
yesnoBeka.

O6uwectBo —O00 «MexayHapoaHas WKoaa».

OTBeTCTBEHHbIN 3a obecneyeHne 6e3onacHoOCTH
NAH — 1uuo, oOTBETCTBEHHOe 33 obecneyeHue
6esonacHoctu MNAH, 33 peanusaumio U HenpepbIBHOCTb
cobnoaeHUs  YCTaHOBAEHHbIX  Mep  3aluThbl "
OCYLLLECTBAAIOLLEE KOHTPO/Ib PYHKLMOHNPOBAHNA CPEACTB
3aWwmTbl  MHPopmaumu, npumeHsembix B UCMAH



legislation of the Russian Federation on PD, including the
requirements for Personal Data protection.

Personal Data (PD) - any information relating
directly or indirectly to a specific or identifiable individual
(Personal Data Subject).

Company Policy - Policy for the processing and
protection of personal data in the Company.

Provision of Personal Data - actions aimed at
disclosing personal data to a certain person or a certain
circle of persons.

An employee of the Company is a person who
carries out his activities in the Company on the basis of an
employment contract and has the ability to gain access to
Personal Data processing, both with the use of automated
means of Personal Data processing, and without them.

Personal data protection system (PDPS) is a set of
organizational and technical measures, determined taking
into account the current threats to the security of PD and
information technologies used in PDIS.

Information security means - a technical,
software and hardware tools designed or used to protect
information.

Personal Data Subject - an individual who is
directly or indirectly defined or determined using Personal
Data.

The authorized body for the protection of the
rights of Personal Data Subjects is a federal executive body
that exercises the functions of control and supervision over
the compliance of Personal Data processing with the
requirements of the legislation of the Russian Federation
in the field of Personal Data.

Federal Law "On Personal Data" - Federal Law of
June 27, 2006 No. 152-FZ "On Personal Data".

Other terms, the meaning of which is not defined
in this Policy, are used in the meaning given to them by the
legislation of the Russian Federation and regulatory legal
acts.

ObuwecTsa.

OTBeTCTBEHHbIA 3a oOpraHusauuilo o06paboTkun
NAH — Anuo, ocywecTeasolLEee BHYTPEHHUIN KOHTPOb 33
cobnogeHnem ObuwectBom U ero  paboTHUKamM
3aKoHopgaTenbcTBa Poccuiickon ®epepauum o MAH, B TOM
yncne TpeboBaHMit K 3awmTe MNAH.

MepcoHanbHble pAaHHble (MAH) — noban
MHOOPMALMA, OTHOCAWAACA K NPAMO WAM  KOCBEHHO
onpeaeneHHOMY, UAWM onpegensemomy ¢usnyeckomy
nnuy (cyobekty NAH).

Nonutnuka O6wectBa — MNoANTUKA 06pPabOTKM U
3awmTbl M4H B ObwecTse.

MpepocrasneHune nax — nencreus,
HanpasaeHHble Ha pacKkpbiTue MNAH onpegeneHHOMY ALy
WK onpeseneHHOMY Kpyry AuL.

PaboTHuk ObwecTBa — NULO, OCYLLECTBAAOLLEE
CBOIO AenTeslbHOCTb B ObLecTBe Ha OCHOBaHMM TPYA0BOTrO
[0roBopa, U MMetoLWMe BO3IMOXKHOCTb NOAYYUTb AOCTYN K
obpaboTke naH, KaK c npumeHeHnem
aBTOMAaTU3MPOBAHHbIX cpeacTB 06paboTku MNAH, Tak u 6e3
TAKOBbIX.

Cuctema 3awmtbl NAH (C3NAH) — Komnnekc
OPraHM3aLMOHHbIX U TEXHUYECKUX Mep, onpeaeneHHble C
y4eTOM aKTyasibHbiXx yrpo3 6esonacHoct TMOH w
MHPOPMALIMOHHBIX TEXHOIOMMI, ucnoabayembix B UCTMOH.

CpeacrBa 3awmntbl MHPopmauum (C3U) —
TEXHMYECKoe, MPOrpaMmHOE, MPOrPaMMHO-TEXHUYECKOE
CpeAcTBO, NpefHasHayeHHOe WAM UCnosibdyemoe AN
3aWmTbl MHGOPMaLMK.

Cybbekt NAH — o¢u3Myeckoe nMLO, KOTopoe
NPAMO WU/IM KOCBEHHO OMpefeneHo Uau onpeaensiemo c
nomoubto MNAH.

YNONHOMOUYEHHbIA OpraH no 3awute npas
cy6bekToB NAH — denepanbHbiii OpraH UCNONHUTENbHON
B/1AaCTW, OCYLLECTBASAOWMNN PYHKUMM NO KOHTPOJO U
Hagsopy 3a cooTBeTcTBUEM 06paboTkm MAOH TpeboBaHUAM
3aKoHogaTenbcTBa Poccuiickolt depepauun B obnactm

NAH.

®»3 «0 nepcoHasbHbIX
depepanbHblit 3aKoH oT 27.06.2006 Ne
NepcoHasibHbIX SAHHbIXY.

BAHHBIX»  —
152-®3 «O

MHble TepMWHbI, 3HAYeHWe KOTOPbIX He
onpeaeseHo B HacTosuwen lMOAUTUKE, MCMONb3YIOTCA B
3HaYeHUK, KoTopoe MNPUAAETCA MM 3aKOHOAATENbCTBOM
Poccuiickoii Pesepauum U HOPMATUBHBIMU NPABOBbIMM
aKTamMm,



2. GENERAL PROVISIONS

The policy regarding the processing of personal
data in the "International School" (hereinafter - the Policy)
is a local regulation of the Non-profit general educational
private institution of The International School LLC
(hereinafter - the Company), developed in accordance with
cl. 2 part 1 of article 18.1 of the Federal Law "On Personal
Data" and defines the basic principles, goals and conditions
for processing personal data, as well as measures to
protect personal data in the Company.

Control over the fulfilment of the requirements of
this Policy is carried out by the Person Responsible for
organizing the processing of Personal Data.

This Policy has been developed in order to
implement the requirements of the legislation of the
Russian Federation in the field of Personal Data processing
and to ensure Personal Data Security and is aimed at
ensuring the protection of human and civil rights and
freedoms when processing his/her Personal Data,
including the protection of the rights to privacy, personal
and family secrets.

The Company publishes this Policy on the Internet
at each address at which it processes Personal Data, no
later than 10 calendar days before its entry into force.

The Company has the right to make changes to
this Policy in compliance with the requirements of the
legislation of the Russian Federation and regulatory legal
acts.

If changes are made to this Policy, the Company
publishes on the Internet at each address at which it
processes Personal Data, the current text of this Policy is
no later than 10 calendar days before the date of entry into
force of these changes, indicating the date of its posting on
the website and the effective date of the changes.

3. PRINCIPLES OF PERSONAL DATA PROCESSING BY
THE COMPANY

Personal Data processing by the Company is
carried out on the basis of the following principles:

- legality and fairness (compliance with
legislative acts and observance of the equal interests of the
Personal Data Subjects, without abusing the opportunities
presented on the basis of the information provided by the
Personal Data Subject) the purposes and methods of
Personal Data processing;

- compliance of the purposes of Personal
Data processing with legitimate goals, predetermined and
declared when collecting Personal Data;

- congruence between the volume and
content of processed Personal Data, methods and
purposes of Personal Data processing;

2. OBLUME NONOXKEHUA

MonuTtunka B OTHOLIEHUU 06paboTKu
NepcoHaNbHbIX AaHHbIX B 0OWECTBE C OrpaHUYEHHOM
OTBETCTBEHHOCTbIO «MexayHapoaHas WKona» (fanee —
MonuTtunKa) ABNAETCA JIOKaZIbHbIM HOPMATUBHLIM AKTOM
000 «MexayHapogHas WwKona» (ganee — O6wecTBo),
pa3pabortaHa B cootBeTctBMM C N.2 4.1 c1.18.1 ®3 «O
NepcoHanbHbIX AaHHbIX» W ONpeAenseT OCHOBHble
NPUHUMNBI, Uenn mn ycnosus obpaboTtkm MOH, a TaKxKe
mepbl 3awmTbl MAH B ObwecTBe.

KoHTponb 3a  ucnonHeHnem  TpeboBaHWM
HacTosLen NonnTnku ocywecteasetca OTBETCTBEHHbIM 33
opraHusaumto o6pabotku MNAH.

Hactoawan Monutuka paspabotaHa B uensax
peanusaumm TpeboBaHUI 3aKoHoZATeNbCTBA Poccuiickol
depepaumm B obnactu O6paboTkm MNAH M obecneyeHun
BesonacHoctv [H W HanpasieHa Ha obecneyeHue
3aWmMTbl NpaB U cBOOOA YeNoBEKA W TPaAXKAAHMHA Mpu
obpabotke ero MN[H, B TOM uucne 3alWuMTbl NpaB Ha
HENPUKOCHOBEHHOCTb  YAaCTHOW  KU3HW, JIMYHYIO U
CEMENHYIO TallHy.

ObuwectBo nyb6anKyeT HactosAwyo MoAnTUKY B
cetTm «MHTepHeT» MO Ka)K4OMYy agpecy, Ha KOTopom
ocywecrenser o06pabotky [MMAH, He no3aHee 10
KaneH4apHbIX AHEN A0 AHA ee BCTYNAEHUA B CUAY.

O6wecTBo BNpaBe BHOCUTb M3MEHEHWA B
Hactosawyto MonutuKky ¢ cobaogeHuem TpeboBaHUM
3aKoHO4aTebCTBA Poccuiickoi depepaymmn "
HOPMAaTMBHbIX MPABOBbIX aKTOB.

B cnyyae BHeceHMA M3MEHEHWA B HACTOALLYHO
Nonutuky O6wecTBo Nyb6anKyeT B ceT «MHTepHET» » no
KaXkaoMy agpecy, Ha KOTOPOM OCyLLecTBAseT 06paboTky
MNAH, aKTyanbHbIM TEKCT HacTosiwen NoAUTUKN CPOK He
nosaHee 10 KaneHAAPHbIX HEW A0 AHA BCTYNNEHUA B CUAY
YKa3aHHbIX M3MEHEeHWW C yKasaHMem [Jatbl ee
pasmelleHna Ha caliTe U AaTbl BCTYNJEHUA U3MEHEHUI B
cuny.

3. NPUHUMNbI OBPABOTKU NAH OBLLECTBOM

ObpaboTka MAH Ob6LEecTBOM OCYWECTBASETCA HA
OCHOBE MPUHLMMNOB:

—  3aKOHHOCTU " cnpaBeasBoCTU
(cobniopeHnna 3akoHodaTesbHbIX aKTOB W cobntogeHus
paBHOMpaBHbIX  MHTepecoB  CybvektoB [MAH, He
3710ynoTpebaan NpeAcTaBUBLUMMUCA BO3MOMXKHOCTAMM Ha
OCHOBaHWK cBeAeHuUl, npeacTaBaeHHbIx Cyobektom MNAH)
uenen n cnocobos obpaboTtkm NAH;

— cootBeTcTBMA ueneit O6pabotkm MNAH
3aKOHHbIM  LeNAM, 3apaHee  onpefeneHHbIM U
3anB/IeHHbIM Npu cbope MAH;

—  cooTBeTcTBMA o0bbema UM cogepiKaHus

obpabatbiBaembix MAH, cnocobam n uenam obpaboTku
NnAaw;



- Personal Data accuracy, their sufficiency
and relevance in relation to the purposes of Personal Data
processing;

- prohibition to process Personal Data that
are redundant in relation to the goals declared during the
collection of Personal Data;

- prohibition of combining databases
containing personal data, the processing of which is carried
out for purposes incompatible with each other;

- storing PD in a form that allows you to
determine the Personal Data Subject, no longer than the
purpose of Personal Data processing requires, or the
storage period of PD established by the legislation of the
Russian Federation, an agreement concluded by the
Company with the Personal Data Subject, consent to
Personal Data processing (hereinafter - Personal Data
storage period) ;

- destruction of Personal Data upon
achievement of the objectives of their processing, if the
storage period of PD is not established by the legislation of
the Russian Federation, by an agreement to which, the
beneficiary or guarantor, under which the Personal Data
Subject is.

4. OBIJECTIVES AND LEGAL BASIS FOR PERSONAL DATA
PROCESSING

- The Company collects and processes
Personal Data for the following purposes:

- deciding on the candidate's employment;

- making  decisions on  concluding
contracts, fulfilling obligations under civil law contracts on
an ongoing basis with counterparties;

- organisation and management of labour,
as well as legal regulation of labour relations, compliance
with laws and other regulatory legal acts, assistance to
employees in employment (conclusion and execution of an
employment contract), education, ensuring the personal
safety of employees, monitoring the quantity and quality
of work performed and ensuring safety property;

- conclusion of agreements under which
the Company provides educational services to clients and
their children, and regulation of legal relationships with
parents (or guardians);

- notification of parents or guardians from
school staff in the event of an emergency with a child;

- enrolment of applicants in the school for
the purpose of further education;

- carrying out educational activities for
students, conducting entrance testing, organising
graduation testing and final exams, assistance with
admission to higher educational institutions, providing
medical assistance and maintaining children's medical
records, organising travel, registering in corporate systems
and providing access to curriculums of the Company;

— ToyHoctn [1OH, wuX [OCTAaTOYHOCTU WU
aKTyaNbHOCTU NO OTHOLWEHMIO K Lenam obpaboTtku MAH;

—  HeAonycTMMocCTH 06paboTkK nAam,
M36bITOYHbIX MO OTHOLIEHWUIO K LeNIAM, 3asiBIEHHbIM MpK
cbope NAH;

—  HeAonycTMMoCTH obbeanHeHun 6a3
OaHHbIX, cogepxawmx MAOH, o6paboTka KoTopbIX
OCYLLECTBAAETCA B LENAX, HECOBMECTUMbIX MexXay coboir;

—  XpaHenus NAOH B ¢dopme, nossonstowen
onpegenutb Cybbekta [[H, He Aonblwe, Yem 3TOro
TpebyoT uenm obpaboTku MAH, MM60 cPoK XxpaHeHus MOH,
YCTaHOB/IEHHbIV 3aKOHOZaTENbCTBOM Poccuiickoi
depepaumn, OOroBopom, 3akaoyeHHbim ObwecTBOM C
Cybbektom NAH, cornacnem Ha obpabotky NAH (ganee —
CPOK xpaHeHus MNAH);

- yHUUTOXEeHua MNAH no AOCTUXKEHUU uenen
Mx 06paboTKM, ecnu cpok xpaHeHusa MAH He ycTaHOB/EH
33aKOHOaTe/IbCTBOM Poccuitckom depepaumm,
[0roBopom, CTOPOHOM KOTOpPOTO,
BblrogonpuobpeTatenem UamM NOpyunTENEm, Mo KOTOPOMY
aBnserca Cyobekt MNAH.

4. UEAN N NPABOBbIE OCHOBAHMA OBPABOTKM NAH

ObuwecTBo ocywecTteaser cbop n ObpaboTtkry NAH
B C/IeAyHOLWMX Lenax:

—  NpUHATME peleHuAa O TPYAOoYCTPoWCTBe
KaHAMAaTa;

—  NPUHATME  pelweHuMA O  3aK/YeHUu
[0roBopoB, UCMNoNHEeHWE 06A3aTENbCTB MO MPAKAAHCKO-
NpaBoBbIM [OrOBOPaM HAa MNOCTOAHHOW OCHOBe C
KOHTpareHTamu;

—  OpraHusaums 1 ynpas/ieHuWe TpyAaa, a Takxke
NnpaBoBOE  peryanpoBaHue  TPYAOBbIX  OTHOLUEHWH,
cobnofeHNs 3aKOHOB M MHbIX HOPMATMBHbIX MPaBOBbIX
aKTOB, cogencTeMa paboTHMKam B TPYyAOYyCTPOMCTBE
(3akntoveHUss M UCNoONHEeHWs TPyAoBOro Aorosopa),
nony4yeHus obpasoBaHus, obecneyeHma  UYHOM
6e3onacHOCTM pPabOTHUKOB, KOHTPOAA KO/AMYecTBa U
KayectBa BbINosHAeMoM paboTbl M obecnevyeHus
COXPAHHOCTM UMYLLLECTBA;

—  3aK/l0YeHWe L0roBOPOB, B PaMKax KOTOPbIX
O6LecTBO OKasblBaeT 06pa3oBaTe/ibHble YCAYTU KIMEHTaM
" ux  petam,  wu perynmpoBaHuMe  MpaBoOBbIX
B3aMMOOTHOLLEHWNI C poAMTENAMM (MM ONEKYHaAMM);

—  yBegOMEHWe poauTenen Uav onekyHos OT
COTPYOHWKOB  LWKOAbl, B  CAy4ae  MPOMUCXOXKAEHUSA
YypesBblYyalHOM CUTyauum C pebeHKoM;

—  3a4McieHve B LWKOAY abWUTypuMeEHTOB, C
Lenblo AanbHelwero obyyeHus;

—  OCcywecTBAeHne obpasoBaTesibHOM
0eATeNbHOCTH ana YYEHMKOB, nposeseHue
BCTYNUTE/NIbHOFO TECTUPOBAHWUSA, OPraHMU3aLLMaA BbINYCKHOro
TECTUPOBAHUA U BbIMNYCKHbIX 3K3aMEHOB, MOMOLLb MpU
nocTynaeHun B BbiclMe yyebHble 3aBefeHusn, OKasaHue
MeAMLMHCKON noMoWM W  BeAeHWe  MeAUUMHCKUX
KapToYeK AeTel, opraHmn3aLma nyTelwecTBUn, pernctpaums



- provision of permanent / temporary or
one-time access of Personal Data Subjects to the territory
of the Company (in order to visit the territory of the
Company or the opportunity to pick up a student for
nannies, drivers, etc.);

- holding events on the school grounds,
issuing visas for the entry of guests into the country,
booking hotels and buying air tickets for guests.

The grounds for Personal Data processing of the
Company's Personal Data Subjects, including, are:

- Civil Code of the Russian Federation;

- Tax Code of the Russian Federation;

- Labour Code of the Russian Federation;

- Federal Law of the Russian Federation of
July 27, 2006 No. 149-FZ "On Information, Information
Technologies and Information Protection";

- Federal Law of the Russian Federation of
July 27, 2006 No. 152-FZ "On Personal Data" (hereinafter -
FZ "On Personal Data");

- Federal Law No. 27-FZ of April 1, 1996
"On individual (personified) accounting in the compulsory
pension insurance system";

- Federal Law of December 29, 2006 No.
255-FZ "On compulsory social insurance in case of
temporary disability and in connection with motherhood";

- Federal Law of 06.12.2011. No. 402-FZ
"On accounting";

- Federal Law of December 29, 2012 No.
273-FZ "On Education in the Russian Federation"

- Decree of the Government of the
Russian Federation of September 15, 2008 No. 687 "On
approval of the Regulation on the specifics of personal data
processing carried out without the use of automation
tools";

- Decree of the Government of the
Russian Federation of November 01, 2012 No. 1119 "On
approval of requirements for the protection of personal
data when processing them in personal data information
systems" (hereinafter - Decree No. 1119-PP);

- Company Charter.

- Contract, between
Personal Data Subject

- Consent to process Personal Data from
the Personal Data Subject.

Operator and

The Company carries out Automated Personal
Data processing and Personal Data processing without
using automation tools by collecting, recording,
systematizing, accumulating, storing, clarifying (updating,
changing), extracting, using, transferring (providing,

B KOPMNOPATUBHbIX CUCTEMAX U NPeLOCTaBAeHMe AOCTYNa K
obpasoBaTesibHbiM Nporpammam ObLiecTsa;

—  npefocTaBaeHne NOCTOAHHOro/BpeMeHHOro
unn pasosoro goctyna Cybbektos MNH Ha TeppuTopuio
ObuwecTtBa (B uensx noceweHus Tepputopum ObuiecTBa
WNM  BO3MOXHOCTM 3abupaTb y4YyeHMKa [AONsa  HAHEN,
BoAuTeNnel u ap.);

—  npoBeAeHWe MeponpuATUA Ha TeppUTOpUKU
WKonbl, odpopMieHne BM3 A/ Bbe3aa rocTel B CTPaHy,
OpOHMpOBaAHME TOCTUHUL, U MOKyNKa aBuabunetoB anA
roctem.

OcHoBaHnamM ans obpabotkm MAH CybbeKkTos
NAH O6uwecTBa, B TOM YnCe, ABNAIOTCA:

—  [paxpgaHckni Poccuiickom
dPepepaumy;

—  Hanorosbiit
dPepepaumy;

—  TpynoBoli KogeKc Poccuiickon depepaumnm;

—  ®epepanbHbli 3aKOH Poccuiickom
depepaummn ot 27 wuona 2006 r. Ne 149-03 «06
MHPOPMaLMK, MHPOPMALIMOHHBIX TEXHOOTUAX U 3alumTe
nHGopMaLunn»;

—  depepanbHbii 3aKOH Poccuiickoi
depepaummn ot 27 wuona 2006 r. Ne 152-d3 «O
nepcoHanbHbIX AaHHbIX» (ganee — ®3 «O nepcoHanbHbIX
OaHHbIX»);

KodeKc

KoAeKc Poccuiickoi

—  depepanbHbIii 3aKoH oT 1 anpena 1996 r. Ne
27-®3 «06 nHAMBMAYaNbHOM (MNEepCOHUPULMPOBAHHOM)
yyete B cucTeme  00A3aTeNbHOTO  NEHCUMOHHOrO
CTPaxoBaHUAY;

—  depgepanbHbIii 3aKoH 0T 29.12.2006 Ne 255-
®3 «06 obs3aTenbHOM COUMANbHOM CTPaxoBaHMM Ha
CNyyail BpeMeHHOW HeTpyAocnocobHOCTM U B CBA3U C
MaTepUHCTBOMY;

—  OepgepanbHbiii 3akoH oT 06.12.2011r. Ne
402-d3 «O b6yxranTepckom y4yertey;

—  ®epgepanbHblid 3aKoH oT 29.12.2012 r. Ne
273-93 «06 obpasoBaHum B Poccuiickon degepaummn»

- MNocTaHoBNEHME MpasuTenbcTBa
Poccuiickon ®epepaumm ot 15 ceHTabpa 2008 r. Ne 687
«06 yTBepxkaeHmn  MonoxeHna 06  ocobeHHoCTAX
06paboTKM NepcoHasbHbIX AaHHbIX, OCyLLecTBAAeMOon be3
MCMNO/Ib30BaHMA CPEeACTB aBTOMATMU3aLUMNY;

- [MocTaHOBNEHME MpasutenbcrTea
Poccuiickoint degepaumm ot 01 Hoabpa 2012 r. Ne 1119
«06 yTBEpKAeHMN TPpeboBaHMI K 3alMTe NepCcoHasbHbIX
OaHHbIX Npy ux 06paboTke B MHGOPMALIMOHHBIX CUCTEMAX
NepcoHanbHbIX AaHHbIX» (#anee — [locTaHOB/EHME
Ne 1119-Nn);

—  Ycras Obuwectsa.

—  [Oorosop, 3aK/04aeMbli mexay
Onepatopom 1 cybbekTom MAH

—  Cornacue cybbekTa MAH.

B Obuiectse ocylecTBafeTcA

ABTOMaTM3MpOBaHHaA obpaboTtka MNAH n ObpaboTtka NAH
6e3 MCnonb3oBaHMA CPEACTB aBTOMATM3aUMKM  NyTem
cbopa, 3anmcK, cMcTemaTnsalmm, HaKONAEeHUsA, XpaHeHus,
yTouHeHMA (0BHOBNEHUS, WU3MEHEeHUs), W3BAeYEeHUS,



providing, access), blocking, deleting, destroying Personal
Data

The Company in its activities proceeds from the
fact that, when interacting with the Company, the Personal
Data Subject provides accurate and reliable information
about his/her Personal Data, and also promptly notifies the
Company about changes in his/her Personal Data.

5. CATEGORIES OF PERSONAL DATA AND PERSONAL
DATA SUBIJECTS

The Company processes Personal Data of the
following categories of Personal Data Subjects:

- employees;

- the child's parents or guardians;

- children (students);

- job seekers;

- counterparties - individuals;

- accompanying children;

- adult students enrolled in an additional

professional program

- guests (visitors, invited persons)

In accordance with the provisions of Resolution
No. 1119-PP, the Company processes the following
categories of Personal Data without using automation
tools and using automation tools:

- other categories of Personal Data -
Personal Data, not assigned to the categories:
special, biometric and publicly available Personal
Data.

- special categories of Personal Data -
Personal Data related to race, nationality, political
views, religious or philosophical beliefs, health
status, intimate life.

The complete list of personal data and categories
of personal data subjects is approved by the "List of
processed Personal Data ".(Appendix 1)

6. TERMS AND CONDITIONS OF PERSONAL DATA
PROCESSING AND TERMS OF PERSONAL DATA
TRANSFER TO THIRD PARTIES

The Company processes Personal Data of Personal
Data Subjects in accordance with the local regulations of
the Company, developed in accordance with the
requirements of the legislation of the Russian Federation
in the field of Personal Data Protection.

Personal Data processing in the Company is
allowed in the following cases:

- Personal Data processing is carried out
with the consent of the Personal Data Subjectto the
processing of his/her Personal Data;

— Personal Data processing is necessary
for the administration of justice, the execution of a judicial
act, an act of another body or official, subject to execution

MCNONb30BaHUA, nepegayu (npeaocTaBneHus,
npenocTaB/ieHns, poctyna), 6A0KMPOBAHMA, yAaneHus,
YHUYTOXKEHUA MOH.

O6uwecTtBo B CBoeN AeATENbHOCTU UCXOAUT W3
TOro, 4yto npu B3ammogelctenm ¢ Obuwecteom CybbeKT
NAH npegocrasnaet TOYHYIO 7 L0CTOBEPHYO
nHdopmaumio, o ceomx MNUAOH, a TaKKe CBOEBPEMEHHO
nssewaet O6wecTeo 06 nsmeHeHun csomnx MAH.

5. KATEropmu naH " CYbBbEKTOB NAH

ObuwectBo obpabaTtbiBaeT
KaTteropuit Cy6bektos MOH:

NAH  cnepyowmx
—  COTPYOHUKM;
—  pogutenu pebeHKa nau onekyHbl;
—  petu (y4yeHukn);
—  COWCKaTeNu BaKaHCUi;
—  KOHTpareHTbl — du3MYECKUe NnLa;
—  COMpoBOXAatoWue aeTew;
—  obyuatlowmecs no
npodeccMoHanbHOM NporpaMmme;
—  roctu (nocetutenu, NpurnalleHHble Anua).

LI,OI'IOJ'IHVITEJ'IbHOl:i

B cooTBeTCTBUM C NoNOXKeHUAMM [locTaHoBAEHUA
Ne 1119-NMN B ObuwecTtBe obpabaTbiBatoTca caeayolme

Kateropuu NAaH 6e3 MCNO/Ib30BaHMA cpeacTs
aBTOMATM3aLMM WU C  WUCNONb30OBAaHMEM  CPeacTB
aBTOMATU3aALUNK:

- MHble Kateropum NAH — T[4H, He
OTHECEeHHble K KaTeropuam: crneuunanbHble,

bromeTpuyeckune n obweaoctynHoie MNAH.

- cneymanbHble Kateropum MAH — TR,
Kacalolmeca pacoBoOi, HaUMOHaNbHOM NPUHAANEKHOCTH,
NOAUTUYECKMX B3MNAL0B, PESIUTNO3HbIX UK GUNOCODCKUX
ybexaeHnn, COCTOAHNA 340P0BbA, MUHTUMHOW KU3HM.

MonHbit nepeveHb MAH 1 KaTeropun cybbeKTOB
NAOH yTtBepKaaetca  «[llepeyHem obpabaTbiBaemMbix
nepcoHanbHbIX AaHHbIX» (MpunosxkeHne Nol K HacToALweM
Nonutuke).

6. YCNOBMA OBPABOTKU NAH CYBbEKTOB NAH U
YCNOBUA NEPEAAYN NAH TPETbUM IMLAM

ObuwectBo obpabartbiaeT NAH CybbekTos MNAH B
COOTBETCTBMM C JIOKAZIbHbIMW HOPMATUBHbIMU aKTaMu
ObuwectBa, paspaboTaHHbIMM B COOTBETCTBUM  C
TpeboBaHUAMMU 3aKoHO4ATeNbCTBA Poccuiickomn
depepaumm B obnactun MNAH.

Obpabotka NAH B ObWECTBE AOMycKaeTcs B
CNeayoWmxX cyvanx:

- ObpaboTtka MAH ocywecTBaaeTca c
cornacus CybvekTta MNAH Ha 06paboTky ero MAH;
- ObpaboTtka MAH Heobxoauma AOns

OCYLLECTB/IEHNA MPaBOCYAMA, WCMNONHEHUA cyaebHoro
aKTa, aKTa ApYyroro opraHa WAuM AONKHOCTHOMO AuMua,



in accordance with the
Federation;

legislation of the Russian

- Personal Data processing is necessary for
the execution of an agreement to which the Personal Data
Subject is either a party or a beneficiary or a guarantor, as
well as for concluding an agreement on the initiative of the
Personal Data Subject;

- Personal Data processing is carried out
for statistical or other research purposes, except for the
cases established in Art. 15 of the Federal Law "On
Personal Data", subject to the mandatory
depersonalization of personal data;

- Processing of Personal Data received
from open sources, placed in them by the Personal Data
Subject or at his/her request;

- Processing of personal data subject to
publication or mandatory disclosure in accordance with
federal law.

Unless otherwise provided by federal law, the
Company has the right to entrust the processing of
Personal Data to another person on the basis of an
agreement concluded with this person, subject to the
consent of the Personal Data Subject. The person
processing Personal Data on behalf of the Company is
obliged to comply with the principles and rules for Personal
Data processing provided for by the Federal Law "On
Personal Data".

The order to a third party specifies the purposes
of processing and a list of actions (operations) with
Personal Data that can be performed by this person,
establishes his obligations to ensure the Confidentiality of
Personal Data and Security of Personal Data during their
processing, as well as requirements for the protection of
processed Personal Data in accordance with the Federal
Law "On personal data ".

The Company makes a cross-border (to the
territory of a foreign state, to a foreign state authority, a
foreign individual or a foreign legal entity) transfer of
Personal Data without the written consent of the Personal
Data Subject, when the legislation of a foreign state
provides adequate protection of Personal Data (the list of
countries is approved by Roskomnadzor).

In the event that the legislation of a foreign state
does not provide adequate protection of Personal Data,
the cross-border transfer of Personal Data is carried out by
the Company with the written consent of the Personal
Data Subject in the form approved by the Order of the
Company's Director.

The Company does not make decisions that give
rise to legal consequences in relation to Personal Data
Subjects or otherwise affect their rights and legitimate
interests, based solely on Automated Personal Data
processing, except in the case of a written consent of the
Personal Data Subject or in cases stipulated by federal laws
that also establish measures to ensure the observance of

noaniexawmx  WCMONAHEHUI0 B COOTBETCTBUM  C
3aKoHogaTtenbcTBom Poccuiickoit Peaepaymu;

—  Ob6paboTka nAax Heobxoauma  AnA
WCMONHEHMA A0roBopa, CTOPOHOW KoToporo anbo
Bbirogonpuobperatenem WAW NopyyuTenem, ABAAETCA

CybbekT MAH, a TaKXKe ANA 3aKAOYEHWA [oroesopa no
nHnumatmee CybbekTa MOH;

— Ob6pabotka NAH  ocyuwecTBnserca B
CTAaTUCTUYECKUX UM UHBIX UCCNen0BaTEeNbCKUX LLeNsx, 3a
WUCKNKOYEHNEM CNYyYaeB, YCTAaHOB/AEHHbIX B CcT. 15 @3
«O nepcoHanbHbIX AaHHbIX», NPWU yc10BUK 0653aTeNIbHOTO
obesnnumsanHusa NAH;

—  ocyuwecTtBaseTca O6paboTKa NAH,
NONIY4EHHbIX U3 OTKPbITbIX MCTOYHMKOB, Pa3meLLeHHbIX B
Hux Cybobektom MAH nMbo no ero npockbe;

—  Ob6paboTka nAaw, noasexalumx
onyb/aMKoBaHUIO WKW  06A3aTENbHOMY PACKPbITUIO B
COOTBETCTBMM C defepanbHbIM 3aKOHOM.

Ecav nHoe He npegycmoTpeHo depepasibHbIM
3akoHoMm, Ob6uwectBo BnpaBe MNopyyuTb o0bpabotky MAH
OPYromy /vly, Ha OCHOBaHMM 3aK/O4AaeMOro C 3TUM
/IMLOM [0roBopa, MNpu YCAOBUM Ha/nMumMa cornacua
CybbekTa MAH. /lMuo, ocywecTteaawowee obpabotky MNAH
no nopy4eHuto Obuiectsa, 06a3aHO cobN0AaTb NPUHLMMbI
M npasuna obpaboTkn [MAH, npeaycmoTpeHHble &3
«O NepcoHaNbHbIX AaHHbIX».

B nopyyeHuun TpeTbemy IMLY YKa3bIBaOTCA LEean
06paboTkM U nepeyeHb Aencteuin (onepaumin) c¢ NAH,
KOTOpble MOryT ObiTb COBEpPLUEHbl AAHHbIM  JINLOM,
ycTaHaBAuBaeTca ero oba3aHHOCTM no obecnevyeHuto
KoHdunaeHumnansHoctn MNAH n BesonacHoctn MAOH npu umx
obpabotke, a TakkKe TpeboBaHMA K  3awmuTe
obpabaTbiBaembix MOH B cootBetctBUM Cc P33 «O
NepcoHasbHbIX AAHHbIXY.

Ob6uecTBo NPoOM3BOAMT TpPaHCrpaHWYHyo (Ha
TEepPPUTOPUI0O MHOCTPAHHOIO rocyAapcTsa, OpraHy B/acTu
MHOCTPAHHOrO rocy4apcTsa, MHOCTPaHHOMY dU3NYecKomy
NNLY NN UHOCTPaHHOMY HOPUANYECKOMY AKULY) Nepenady
NAH 6e3 nucbmeHHoro cornacua Cybbekrta MAH, Koraa
3aKOHO4ATEeNbCTBO MHOCTPAHHOrO rocyaapcrea
obecneynBaeT ageKkBaTHyt0 3awmTty MAH (nepeyeHb cTpaH
yTBEpPXKAEH POCKOMHaa30pom).

B cnyvae, Korga 3aKOHO4ATENbCTBO
WHOCTPAHHOrO rocyZiapcTea He obecneymBaeT aleKBaTHYO
3awmTy nax TPaHCrpaHUYHaA nepegadya NnAaH

ocywecTeaseTcA O6LWECTBOM C MUCbMEHHOIO COrnacus
Cybbvekta NAH no d¢opme, yTBep:KAeHHOW [lpuKasom
Ounpektopa Obuecrsa.

O6wecTBOM  He  MPUHUMMAIOTCA  pelleHus,
nopoXagatoLine puanyeckme NnocneacTBna B OTHOWEHUM
CybbekToB MNAH UAKM MHbIM 06pa3om 3aTparnsatowme nx
npaBa M  3aKOHHble  WHTEpecbl, Ha  OCHOBaHUMU
WUCKNIOYUTENIbHO ABTOMATU3NpPOBaHHOM 06paboTku MAH,
33 UCKNIOYEHWEM CNlyYan HANNYMA COTrNacma B NMCbMEHHOWM
dopme Cybbekta MNOH MAKn B cayyasx, NPeayCcMOTPEHHbIX
benepanbHbIMM 3aKOHaMW, YCTAHABAMBAOLWMMMU TaKKe



the rights and legitimate interests of the Personal Data
Subject.

The Company stops processing personal data in
the following cases:

— upon detection of illegal Personal Data
processing carried out by the Company or by a person
acting on behalf of the Company. The Company, within a
period not exceeding three working days from the date of
such identification, terminates the illegal Personal Data
processing or ensures the termination of the illegal
Personal Data processing by a person acting on behalf of
the Company, and eliminates the violations. If it is
impossible to eliminate the violations committed, the
Company shall destroy the Personal Data or ensure its
destruction within a period not exceeding ten working days
from the date of unlawfulness of actions with Personal
Data. The Company notifies the Personal Data Subject or
his representative about the elimination of violations or
the destruction of Personal Data, and if an appeal or
request was sent to the authorised body for the protection
of the rights of Personal Data Subjects, this authorised
body as well;

— upon reaching the goal of Personal Data
processing, the Company stops Personal Data processing
or ensures its termination (if Personal Data processing is
carried out by another person acting on behalf of the
Company) and destroys Personal Data or ensures their
destruction (if Personal Data processing is carried out by
another person acting on behalf of the Company) within a
period not exceeding thirty days from the date of achieving
the goal of Personal Data processing, unless otherwise
provided by the agreement to which the Personal Data
Subject is a party, beneficiary or guarantor, by another
agreement between the Company and the Personal Data
Subject, or if the Company is not entitled to carry out
Personal Data processing without the consent of the
Personal Data Subject on the grounds, provided for by the
Federal Law "On Personal Data" or other federal laws.

- if the Personal Data Subject revokes the
consent to the processing of their Personal Data, the
Company stops Personal Data processing or ensures its
termination (if Personal Data processing is carried out by
another person acting on behalf of the Company) and if the
storage of Personal Data is no longer required for the
purposes of Personal Data processing, destroys Personal
Data or provides their destruction (if Personal Data
processing is carried out by another person acting on
behalf of the Company) within a period not exceeding
thirty days from the date of receipt of the said revocation,
unless otherwise provided by the agreement, the party to
which, the beneficiary or guarantor of which is the
Personal Data Subject, another agreement between the
Company and the Personal Data Subject, or if the Company
is not entitled to carry out Personal Data processing
without the consent of the Personal Data Subject on the
grounds provided for by the Federal Law "On Personal
Data" or other federal laws.

Mepbl Mo obecneyeHUto cobaogeHMA NpPaB U 3aKOHHbIX
nHTepecos CybbekTta MOH.

ObuwectBo npekpawaer obpabotky NAH B
cneayowmx cayyanx:
-  npwm BbISBNEHUM HenpaBoMepHoW

O6paboTkn MAH, ocywecTteasemonn 0ObuwectBom wan
Muom,  AelcTByloWMM  No  nopyyveHuto  ObuwiecTsa.
O6LWwecTBO B CPOK, HE MPEBbILLAOWMIA TPEX pabounx aHeln
C [aTbl TAKOrO BbIABNEHMA, NPEKPaLLAeT HEMPAaBOMEPHYIO
O6paboTtky MAH wnanm obecneumBaeT npeKkpalieHue
HenpaBomepHoi O6paboTku MOH AMLOM, AENCTBYOWMM
no nopydyeHuto O6LECTBA, M YCTPaHAET AOMyLLEHHble
HapylweHua. B cnyyae HEBO3MOMHOCTM YCTpaHEHUs
OOMYLWEHHbIX HapyweHuit O6wecTBo B CPOK, He
npeBbIWatoLWLmMi AecaTu paboumx AHeN ¢ AaTbl BbiABAEHUA
HenpaBomepHocTn aeicteunii ¢ NAH, yHuuTOKaeT NAH nau
obecneumBaeT UMX yHuYTOXKeHMe. 06 ycTpaHeHuun
OOMYLWEHHbIX HapyweHWUi uamM 06 yHuuTOMKeHuu [MOH
Obwectso yeegomnsaetr Cybbekta TAH wuam  ero
npeacTaBuTENs, @ B CNy4vae, ecaiv obpalleHme nam sanpoc
6bIn11 HanpaB/ieHbl B YNOJHOMOYEHHbIV OpraH no 3awuTe
npas Cy6bekToB N[H, TaKk:Ke 3TOT OpraH;

—  npu pocTmKeHun uenm O6paboTkm [MAOH
ObuwecTtBo npekpawaer  O6paboTky nAax nnm
obecneuynBaeT ee npekpaileHue (ecam O6pabotka MNAH
OCyLLEeCcTBAAETCA  APYrMM  JIMLOM, [AEUCTBYOWMM MO
nopyyeHuto Obuwectea) W yHuuTOXKaer MNAH  uwau
obecneynBaeT UX yHWUTOXeHue (ecnm O6paboTka MNAH
OCYLLEeCTBAAETCA APYrMM  /JIMLOM, AEeUCTBYOWMM MO
nopydeHuto Ob6uectBa) B CPOK, He NpeBbilaOLWMiA
TpMguatTM AHen c AaTbl AOCTUKeHuA uenn O6paboTku
MOH, ecnn uWHOe He npeayCMOTPEHO [LOroBOPOM,
CTOPOHOW  KOTOpOro, BblrogonpuobpeTtatesiem  Uau
nopyuuntenem no kotopomy asnsetca CyobekT MNAH, MHbIM
cornaweHnem mexgy Obuecrsom n Cyovektom MNAH nmbo
ecnmn O6uwecTBo He Bnpase ocyuwecTsnAaTb O6paboTky MNAH
6e3 cornacua Cybbekta [JH Ha  OCHOBaHMAX,
npeaycmoTpeHHbix @3 «O nepcoHaNbHbIX AaHHbBIX» WMAK
Apyrumu desepanbHbIMM 3aKOHaMK.

— npu ot3biBe Cybbektom MH cornacua Ha
06paboTKy cBomx MAH ObwecTBO NpekpawaeT 06paboTKy
NAH wuaM obecneynBaeT ee npekpalieHue (ecnum
ObpaboTtka MAH ocywecTBAAETCA APYIMM  JIULOM,
AeNCTBYOLWMM No nopydeHumto O6LLecTBa) U B c/iyyae, ecau
coxpaHeHue [H 6onee He Tpebyerca Ana uenen
O6paboTku MOH, yHMuTOXKaeT NAH unm obecneynsaet ux
yHUuTOXKeHue (ecnm O6pabotka M[H ocywectBaseTca
APYTYM IMLLOM, AeNCTBYIOLWMM MO nopyyeHunto Obuiectsa)

B CPOK, He npeBblaloWwunii Tpmuauatm AHeW C  aatbl
NOCTYNAEHWUA YKa3aHHOro OT3blBa, €C/NM  WHOe He
npesycMOTPEHO  AOrOBOPOM,  CTOPOHOW  KOTOPOrO,

BbirogonpuobpeTatenem UM NOPyYUTENEM MO KOTOPOMY
anserca Cy6bekT MNJH, MHbIM COrNaleHnem MexXAay
O6wecteom u Cybbektom MAH nnbo ecnm O6WECTBO He
Brnpase ocywecTenaTb O6pabotky MAH 6e3 cornacus
CybbekTa NAH Ha ocHOBaHMAX, NpeaycMoTpeHHbIx 3 «O
NepcoHanbHbIX AaHHbIX» MAM Apyrumu deaepasibHbIMU
3aKOHaMM.



If there is no possibility of Personal Data
destruction within the period specified in this section, the
Company blocks such Personal Data or ensures their
blocking (if Personal Data processing is carried out by
another person acting on behalf of the Company) and
ensures the destruction of Personal Data within a period of
not more than six months, if another term is not
established by federal laws.

7. CONSENT TO PERSONAL DATA PROCESSING

The receipt and personal data processing in cases
provided for by the Federal Law "On Personal Data" is
carried out by the Company with the consent of the
Personal Data Subject. Consent to Personal Data
processing may be given by the Personal Data Subject or
his representative in any form that allows confirming the
fact of its receipt, unless otherwise provided by federal
law. In case of obtaining consent to Personal Data
processing from a representative of the Personal Data
Subject, the authority of this representative to give
consent on behalf of the Personal Data Subject is checked
by the Company.

In the cases provided for by the Federal Law "On
Personal Data", Personal Data processing is carried out by
the Company only with the written consent of the Personal
Data Subject. Consent in the form of an electronic
document signed with an electronic signature in
accordance with Federal Law No. 63-FZ of 06.04.2011 "On
Electronic Signature" is recognized as equivalent to a
written consent on paper containing a personal signature
of a Personal Data Subject.

The written consent of the Personal Data Subject
must include:

- last name, first name, patronymic,
address of the Personal Data Subject, number of the main
document proving his identity, information on the date of
issue of the specified document and the issuing authority;
surname, first name, patronymic,
address of the representative of the Personal Data Subject,
the number of the main document proving his identity,
information on the date of issue of the specified document
and the issuing authority, details of the power of attorney
or other document confirming the authority of this
representative (upon receipt of consent from the
representative of the Personal Data Subject) ;
name and address of the Company;
the purpose of Personal Data processing;
a list of Personal Data, for the processing
of which the consent of the Personal Data Subject is given;
name or surname, first name,
patronymic and address of the person performing the
Personal Data processing on behalf of the Company, if the
Personal Data processing is entrusted to such a person;
a list of actions with Personal Data, for
the performance of which consent is given, a general
description of the methods of processing Personal Data
used by the Company;
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B cnyyae oTCyTCTBMA BO3MOXHOCTU YHUUTOMKEHUSA
MAH B TeYeHMe CPOKa, YKA3aHHOro B HAcToALWEM pa3saene,
ObuwecTtBo ocyuiectsaneT 610kMpoBaHMe Takux MOH nan
obecneynBaeT ux 6nokmposaHue (ecim Ob6paboTka MAH
OCYLLEeCTBAAETCA APYrMM  JIMLOM, AEUCTBYOWMM MO
nopyyeHuto Obuwectea) M obecneynmBaeT YHUYTOXKEHUE
MNOH B cpok He Bonee yem LWeCTb MeCALEB, EC/IN UHOW CPOK
He ycTaHoBNEH dpesepabHbIMU 3aKOHAMM.

7. COINACUE HA OBPABOTKY NAH

MonyyeHne wn O6pabotka MAH B cayyasx,
npeaycmoTpeHHbix ®3 «O nepcoHanbHbIX AaHHbIXY,
ocyuiecteanetca ObwectBom ¢ cornacua Cybvekta MNAH.
Cornacve Ha O6pabotky [MOH MoXKeT ObITb A[aHO
Cybbektom MNAH uAuM ero npepcrasutenem B nobok
nossoJsiAtowWer noaTeepanTb GakT ero noayvyeHns popme,
€C/I MHOEe He YCTAaHOB/eHO ¢enepanbHbiM 3aKOHOM. B
cnyyae noJsiydeHua cornacua Ha O6pabotky MAH oT
npeactasutena Cyovekta [MOH nNoAHOMOYMA AaAHHOrO
npeacTaBUTENA Ha Aady cornacus oT umenn CybbekTa NAH
nposepstoTca O6LLecTBOM.

B cny4vasx, npeaycmMoTpeHHbix @3 «0
NnepcoHanbHbIX OAHHbIXY, ObpaboTka nan
ocywecTeasetca O6LWecTBOM TO/AbKO C coracua B

nucbMmeHHo ¢opme Cybbekta MOH. PaBHO3HAYHbIM
cogepalleMy cobcTBEHHOPYYHYO noanucb CybbekTta
NAH cornacvio B NUCbMeHHOW ¢opme Ha BymaxkHom
HocuTene npusHaetcsa cornacve B Gopme 31EKTPOHHOro
OOKYMEHTa, MOANUCAaHHOTO 3/IEKTPOHHOW MNOAMUCLIO B
cooTBeTcTBUM € deaepanbHbiM 3aKkoHOM oT 06.04.2011 Ne
63-93 «06 3neKTPOHHOM NognucK».

MucbmeHHoe cornacne Cybbekta MAH [OMKHO
BK/OYaTb:

damunnuio, ums, otyectso, agpec CybbeKkTa
MOH, HOMep OCHOBHOrO AOKYMEHTA, YAO0CTOBEepAlowWwero
ero /INYHOCTb, CBeAEeHWA O AaTe BblAAYM YKA3aHHOro
OOKYMEHTA M BblAaBLUEM ero opraHe;

bamunuio, nms, 0OT4YecTBo, agpec
npeactasutens Cyb6vekta [[H, HOMep OCHOBHOro
OOKYMEHTA, YA0CTOBEPAIOLWEro ero IMYHOCTb, CBEAEeHUA O
[aTe BblgayM YKA3aHHOro OOKYMEHTa M BblAaBLIeM ero
opraHe, peKBM3NTbl 4OBEPEHHOCTU U MHOTO AOKYMEHTA,
NOATBEPIKAAOLWEro MOJHOMOYMA 3TOr0 npeacTaBuTens
(npn nonyyeHuun cornacua oT npepctaButens CybbeKTa

NAH);

HaumeHoBaHue u agpec O6uwecTBa;

uenb 0bpaboTkm NAH;

nepeyeHb [AH, Ha 06paboTKy KOTOPbIX
paetca cornacue Cybvekrta NAH;

HaumeHoBaHMe uAKM  damMuanto,  UMS,
OTYeCTBO WM ajpec Auua, ocyllecTBastolero obpaboTky
NAH no nopyyeHunto Ob6uwectBa, ecan ObpaboTtka MAOH
nopy4eHa Takomy nuuy;

nepeyeHb gencrauii ¢ NOH, Ha coBepLueHne
KOTOpbIX  JaeTca  cornacve,  obwee  onucaHwe
ncnonb3yembix Obuectsom cnocobos o6paboTku MNAH;



the period during which the consent is
valid, as well as the method of its withdrawal, unless
otherwise provided by federal law;

signature of the Personal Data Subject.

The Personal Data Subject gives the Company
consent to the Personal Data processing freely, of his(her)
own free will and in his(her) own interest. The consent to
Personal Data processing may be revoked by the Personal
Data Subject by sending a written application in free form
to the Company. In this case, the Company undertakes to
stop processing, as well as to destroy all the personal data
available in the Company within the time limits established
by the Federal Law “On Personal Data”.

The transfer of Personal Data to third parties is
carried out by the Company with the consent of the
Personal Data Subject in accordance with the
requirements of the legislation of the Russian Federation.

If it is necessary to receive Personal Data by e-mail
in order to make a decision on the employment of a
candidate, an e-mail containing a request for obtaining
Personal Data should contain a message with the following
content: “By replying to this letter within three days, you
thus confirm your consent to the processing your personal
data indicated in the resume. Otherwise, your data will be
destroyed within 30 days and your candidacy as an
applicant for a vacancy will not be considered. "

8. RIGHTS OF THE PERSONAL DATA SUBJECTS

- To ensure compliance with the rights of
Personal Data Subjects established by law, the Company
has developed and introduced a procedure for working
with applications and requests from Personal Data
Subjects, as well as the procedure for providing Personal
Data Subjects with information established by the
legislation of the Russian Federation in the field of Personal
Data Protection.
- The Personal Data Subject or his/her
legal representative has the right to receive information
regarding the Personal Data processing, including
containing:
confirmation of the fact of Personal Data
processing by the Company;
legal grounds and purposes of Personal

Data processing;
purposes and methods
processing used by the Company;

of Personal Data

the name and location of the Company, information
about persons (except for Employees of the Company) who
have access to PD or to whom PD can be disclosed on the
basis of an agreement with the Company or on the basis of
a federal law;

processed Personal Data related to the relevant
Personal Data Subject, the source of their receipt, unless
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CPOK, B TeyeHWe KoToporo peincTeyer
cornacve, a TaK¥Ke crnocob ero 0T3blBa, €C/IM MHOE He
yCTaHoOB/eHO denepasibHbIM 3aKOHOM;
noanuceb Cybbekta MAH.

Cybvekt NAH paet O6wectBy cornacue Ha
O6paboTky MAH cBO6OAHO, MO CBOEW BOJIE U B CBOEM
umHtepece. Cornacue Ha o6bpaboTtky MAH MmoxeT 6bITb
oTo3BaHO Cybbektom [1H nyTem Hanpas/ieHuA B
O6uecTBO NMCbMEHHOro 3asaBneHus B ceobogHom popme.
B atom cnyyae ObuwectBo o06a3yeTca npeKkpaTuTb
06paboTKy, a TaKXKe YHWUYTOXWUTb BCE WMelLlMmeca B
O6bwectee MAH B CPOKKM, ycTaHoBAeHHble ®3 «O
NepcoHasbHbIX SAHHbIXY.

MNepepaya MNAH TpeTbum AnLAM OCyLLECTBAAETCA
Obuwectsom c cornacua CybbekTa MAOH B COOTBETCTBUU C
TpeboBaHUAMMU 3aKoHO4ATeNbCTBA Poccuiickom
depepaumn.

B cnyyae HeobxogmMmocTu nonyydenus MNAH no
9N1EKTPOHHOM MOYTe B LUENAX NPUHATUA pPELUeHUs o
TPYLOYCTPONCTBE KaHAMAATA, B SNEKTPOHHOM MUCbME,
cogep:Kauiem 3anpoc Ha nonyyeHve MMOH, A[OMKHO
copep)aTbCa cooblieHne cneayowero CoaepKaHus:
«OTBEeYan Ha AaHHOE NUCbMO B TPEXAHEBHbIA CPOK, Bbl,
TaKMm 06pasom, noaTBeprKAaeTe cornacme Ha o6paboTky
CBOMX MEPCOHaNbHbIX AAHHbIX, YKa3aHHbIX B pe3stome. B
MHOM cnyyae, Bawu paHHble ByayT yHuuTOXKeHbl B 30-
OHEeBHbIM CPOK M Bawa KaHgupaTypa B KavecTse
COMCKaTeNA Ha 3aMeLLLeHMe BaKaHCUW paccMaTpmMBaTbCA He
byaert.»

8. [NPABA CYBbEKTOB NAH

Ona obecneyeHnsa cobnofeHUs ycTaHOBAEHHbIX
3aKoHogaTtesnbcTBom npas CybbektoB MNAH, B ObuwecTtse
pa3paboTaH 1 BBeAeH NopsaaoK paboTbl ¢ 0bpaleHUaMn 1
3anpocamn CybbektoB TAH, a TakXe nopagok
npegoctaBneHna  Cybbektam  MAOH  MHpopmauum,
YCTaHOBJIEHHOM 3aKoHoaTebcTBoM PP B obnactm MAH.

CybbeKT MAH MAM ero 3aKoHHbIM NpeacTaBUTeNb
MMeeT NpaBo Ha noJsiydyeHue MHbOPMALMK, KacatoLleincs
O6paboTku MOH, B TOM YMc/ie coaepKallen:

noatsepaeHne ¢akta 0O6pabotkm MAH
ObwectBom;

npaBoBble OCHOBaHMA U uenn O6paboTKu
NnAaw;

uenun n npumeHsemole O6LLecTBOM Cnocobbl
obpabotku MNAOH;

HaumeHoBaHue " MeCTOHaxoXaeHue
ObuwectBa, cBeAeHMA O AMUAax (3a  UCKAOYEHUEM
PaboTHMKoB ObuwecTBa), KoTopble MMmetoT goctyn K MAOH
WK KOTOPbIM MOTYT 6biTb packpbiTbl MAH Ha OCHOBaHUU
porosopa ¢ O6uecTBom AN Ha oCHOBaHUKU deaepasibHOro
3aKOHaQ;

obpabaTtbiBaemble [MAH,
Cybbekty [MAH,

oTHOCcAWMecA K

COOTBETCTBYIOLLEMY UCTOYHUK  UX



another procedure for submitting such data is provided for
by federal law;

terms of Personal Data processing, including the
terms of their storage;

the procedure for the exercise by the Personal Data
Subject of the rights provided for by the Federal Law "On
Personal Data";

information on the carried out or on the proposed
cross-border transfer of Personal Data;

name or surname, first name, patronymic and
address of the person performing Personal Data processing
on behalf of the Company, if the processing is entrusted or
will be entrusted to such a person;

other information provided for by the Federal Law "On
Personal Data" or other federal laws in the field of personal
data.

The Company provides the specified information
when contacting or on the basis of an appropriate written
request of the Personal Data Subject or his/her
representative, containing: the number of the main
identity document of the Personal Data Subject or his/her
representative, information on the date of issue of the said
document and the issuing authority, information
confirming the participation of the Personal Data Subject
in relations with the Company (contract number, date of
conclusion of the contract, conventional verbal
designation and (or) other information), or information
otherwise confirming the fact of Personal Data processing
by the Company, signature of the Personal Data Subject or
his representative.

The Personal Data Subject has the right to
demand that the Company clarify his Personal Data, block
or destroy it if Personal Data is incomplete, outdated,
inaccurate, illegally obtained or is not necessary for the
stated purpose of Personal Data processing, as well as to
take measures provided for by the legislation of the
Russian Federation in the field of Personal Data protection
of their rights.

To exercise and protect their rights and legitimate
interests in terms of ensuring the legality of Personal Data
processing and ensuring Personal Data Security, the
Personal Data Subject has the right to contact the
Company.

If the Personal Data Subject believes that the
Company carries out Personal Data processing in violation
of the requirements of the Federal Law "On Personal Data"
or otherwise violates his/her rights and freedoms, the
Personal Data Subject has the right to appeal against the
actions or inaction of the Company to the Authorized Body
for the Protection of the Rights of Personal Data Subjects
orin court.

The right of the Personal Data Subject to access
his/her Personal Data may be limited in accordance with
federal laws, including if the Personal Data Subject's access
to his/her Personal Data violates the rights and legitimate
interests of third parties.
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NoJlyYeHUs, eciM UHOW MNOPALOK NPenCTAaBAEHUSA TaKUX
OaHHbIX He NpeaycMoTpeH denepasibHbIM 3aKOHOM;
CPOKKN 06paboTkm MOH, B TOM YMC/e CPOKMU

UX XPaHEHWUSA;
- nopagoKk ocyuwecrtsneHma Cybvektom MAH
npas, NpegycMoTpeHHbIX P3 «O nepcoHaNbHbIX AAaHHbIX»;
nHdopmaumio 06 ocyLecTBNIEHHON UAM O
npegnosiaraemoi TpaHcrpaHuyHou nepegaye MNAH;
HaMMeHOBaHWEe uUAM  damuaunto, ums,
OTYecTBO M agpec Auua, ocylectsastowero 06paboTKy
NAH no nopyyeHuto ObuLecTBa, eciv 06paboTKa NopyyeHa
nnn byaeTt nopyvyeHa Takomy auuy;
WHble cBeAeHuA, npegycmoTpeHHble 3 «O
NepcoHanbHbIX AaHHbIX» WMAM Apyrumu deaepasibHbIMU
3aKoHamu B obnactm MAH.

ObuwecTBO npepocrasnset YKa3aHHylo
mHdopmaumio npu obpalleHUM UAM Ha OCHOBAHUMU
COOTBETCTBYHOLWEro NMcbmeHHoro 3anpoca CybbekTa MNAH
WK ero NpeacTaBUTeNA, COAEPKALLEro: HOMep OCHOBHOIO
OOKYMeHTa, ygoctoBepsatowero AnyHocts Cybbekta MAH
WAN ero npeacTaBuTeNns, CBeAEHWA O [JaTe Bblgauu
YKa3aHHOro [JOKyMeHTa W BblAaBLIEM €ero opraHe,
cBeAeHuA, noaTeepraatowme yyactme Cybbvekta MAH B
oTHoweHunax ¢ ObuwectBom (Homep pJoroeopa, AaTta
3aK/OYEHUA [0rosopa, yC/IOBHOE cnosecHoe
0603HayeHne n (Man) MHble ceedeHus), NMbo ceBeaeHus,
MHbIM 0bpa3om noaTeepxKAaatowme akt ObpaboTku MAH
O6bwectsom, noanuce Cybbekta MNAOH wam  ero
npeacraButens.

CybvekTt NAH BnpaBe TpeboBaTb oT ObwecTBa
yTouHeHua ero NAH, ux 6NOKMPOBAHMA NN YHUUTOXKEHUA
B cnyyae, ecav MNOH ABAAOTCA HENONHBIMMW, YCTapPEBLUNMMU,
HETOYHbIMW, HE3AKOHHO MOJIYYEHHBIMU U/IN HE ABAAIOTCA
HeobxoauMbIMK ANA 3aaBAeHHON uenn O6paboTku NAH, a
TaKkKe NPUHUMATL npeaycMoTpeHHble
3aKoHogaTenbcTBOM Poccuiickoit Peaepaumm B obnactm
MAOH mepbl NO 3aWmUTe CBOMX Mpas.

Ona peanusauum UM 3aWUTbl CBOMX NpaB U

3aKOHHbIX MHTepecos B YyacTu obecneyeHus
npasomepHoct Q6pabotkm MAH un obecneyeHus
BesonacHoctv MNAH Cybbekt [MOH wmeeT npaso

obpaTtutbea K ObuiecTay.

Echm Cybbekt MAH cuuTaet, uyto O6LWeECTBO
ocyuwiectenser  O6pabotky [MNAH Cc  HapylweHuem
TpeboBaHui @3 «O NepcoHaNbHbIX AAHHBIX» UAU UHbIM
obpa3om HapylaeTt ero npasa 1 ceoboapl, CydovekT MNAH
BnpaBe o6)anoBaTb AencTBMA wuan  besgelcteue
ObuwectBa B YNOAHOMOYEHHbIM OpraH Mo 3awurte npas
CybbekToB MNAH nnn B cyaebHom nopagke.

MpaBo Cyb6bekTa NAH Ha gocTyn K ero MNAH moxeT
6bITb OrpaHMYEeHO B COOTBETCTBUM C depepanbHbIMU
3aKoHamu, B TOM uncne, ecnm goctyn CybovekTa MNAH K ero
MNAH HapyLwaeT NpaBa 1 3aKOHHbIE MHTEPEChl TPETbUX NNLL.



9. RIGHTS AND OBLIGATIONS OF THE COMPANY
The company has the right:

defend their interests in the judiciary;
provide Personal Data of Subjects to third
parties, if it is provided for by the current legislation of the
Russian Federation (law enforcement, tax authorities,
etc.);

refuse to provide Personal Data in cases
stipulated by the legislation of the Russian Federation;
use the Personal Data of the Personal
Data Subject without his/her consent, in the cases
provided for by the legislation of the Russian Federation.

Obligations of the Company:

ensure confidentiality in relation to personal
data that became known to the Company in the course of
its activities;

in case of unlawful Personal Data processing,
detection of inaccurate Personal Data, upon request of the
Personal Data Subject or his representative, or at the
request of the Personal Data Subject or his representative,
block unlawfully processed PD related to this Personal Data
Subject, or ensure their blocking (if Personal Data
processing is carried out by another person acting on
behalf of the Company) from the moment of such an
appeal

— if the goal of Personal Data processing is
achieved, stop Personal Data processing or ensure its
termination (if Personal Data processing is carried out by
another person acting on behalf of the Company) and
destroys PD or ensures their destruction (if Personal Data
processing is carried out by another person acting on
behalf of the Company).

10. ENSURING THE SECURITY OF PERSONAL DATA

- To ensure the Security of Personal Data,
the Company takes the necessary and sufficient
organisational and technical measures to protect the PD of
Personal Data Subjects from unauthorised or accidental
access to them, destruction, modification, blocking,
copying, distribution, as well as from other illegal actions,
including, including:

appointing, by the Company’s Director
order, the Person Responsible for organising the
processing of Personal Data and the Person Responsible
for ensuring the security of Personal Data, as well as
defining their functions and powers;

development and keeping up to date of the
internal regulatory documents of the Company in relation
to Personal Data processing and ensuring Personal Data
Security, establishing procedures aimed at identifying and
preventing violations of the legislation of the Russian
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9. MPABA U OBA3AHHOCTU OBLLECTBA

ObuwecTtBo BNpase:

oTCTaMBaTb CBOWM WHTEpecbl B CyaebHbIX

opraHax;

- npegoctanate MAH Cyb6beKToB TPeTbMM
Avuam,  ecamM 3To NpefycMOTPEHO  AEeUCTBYHOLWMM
3aKOHOAaTEeNbCTBOM Poccuinckom Pepepaumn

(npaBoOXpaHUTENbHbIE, HANOrOBbIE OPraHbl U Ap.);
OTKasblBaTb B npegoctasieHun MNAH B
cAyyvasx, npeaycMOTPEHHbIX 3aKOHO4aTeNbCTBOM
Poccuiickon depepaunu;

ucnonb3osatb MNAH Cybobekta MAH 6e3 ero
cornacus, B cayvasx, npeaycMOTPEHHbIX
3aKoHoZaTtenbcTBom Poccuiickoin ®eaepauuu.

06a3aHHocTM ObuwecTBa:

obecneumBatb KoHouMAeHUMANbHOCTL B
oTHoweHuu MNAH, cTaBwmnx n3BecTHbiMmu Ob6LLECTBY B Xo4e
OCYLLLECTB/IEHMA UM CBOEWN AEeATENIbHOCTU;

B C/Ny4yae BbIAB/MEHUA HeMNpaBOMepPHOW
O6paboTkn TMAH, BbIABAEHMA HeTOoYHbIXx [OH, npu
obpauweHun Cybvekta NAH nan ero npeacrasutens nmbo
no 3anpocy Cybvekta MOH wan ero npeacraButens
OCYLLLeCTBAATb 610KMpoBaHMe HenpaBoMepHO
obpabatbiBaemblix MOH, OTHOCALLMXCA K 3TOMY CYyObeEKTy
NAH, nan obecneunTtb Ux 610KMpoBaHUe (ecamn obpaboTka
NAH ocywecTBnfeTca APYrMm AULOM, AENCTBYIOWMM MO
nopy4eHuto Obuiectsa) c MOMeHTa Takoro obpatleHuns

B C/lyYyae A0CTUKeHUA uenm obpabotkm MOH
npekpawaTtb O6pabotky MNAH wnnanm obecneymBaeT ee
npekpauieHme (ecnm obpabotka MAH ocyuiecTeaseTcs
APYTYM IMLLOM, LeNCTBYIOLWMM Mo nopyyeHunto ObuiecTtsa)
W yHuuToxKaet MAH nam obecneymBaeT MX YHUUTOXKEHUE
(ecnn obpabotka MAH ocywecTBAfeTCA APYIUM JIULIOM,
AencTByoLWMM no nopydeHuio Obuiectsa).

10. OBECNEYEHUE BE3ONACHOCTU NAH

Onsa obecneyenuna besonacHoctn NAH O6uwecTso
npuHUMaeT Heobxogumble 7 L0CTaTOYHble
OpraHM3aLMOHHbIE U TEXHUYECKME Mepbl AnA 3awuTel NAH
CybbektoB MOH OT HenpaBOMEpPHOro WAW CAy4YaliHOro
nocTyna K HUM, YHUUTOXKEHUSA, M3MEHeHMs,
610KMPOBaHMA, KONMPOBaAHMWA, PACNPOCTPAHEHMUS, A TaKKe
OT MHbIX HEMPABOMEPHbIX AENCTBUIA, BKAOYAIOLLME, B TOM
uuncne:

Ha3HayeHue npukKasom OvpekTopa
Obuwectea OTBETCTBEHHOIO 3a OpraHuM3auuto obpaboTku
NAH n OTBeTcTBEHHOro 3a obecneyeHue 6Ge3onacHoOCTU
NAH, a Takke onpegenerHune nx GyHKUUMA U NONTHOMOUNIA;
pa3paboTka n noanepkaHne B aKTyaslbHOM
COCTOAAHUN  BHYTPEHHUX HOPMATMBHbLIX  AOKYMEHTOB
ObuwecTtBa B oTHoweHUn ObpaboTtkm MNAH 1 obecneyeHus
besonacHocTH NnAaH, YyCTaHOB/IEHUA npoueayp,
HanpaBieHHbIX Ha BbiABAEHWE W NpeaoTBpalleHue
HapylweHua B ObwecTBe 3aKoHoZATeNbCTBA PoccuiicKOM



Federation in the field of Personal Data in the Company,
eliminating the consequences of such violations

periodic internal control, as well as control
carried out by third-party organizations (external audit)
under a work contract or provision of services, compliance
of Personal Data processing with the requirements of the
Federal Law "On Personal Data" and the regulatory legal
acts adopted in accordance with it;

assessing the harm that may be caused to
Personal Data Subjects in case of violation of the Personal
Data legislation, as well as the ratio of this harm with the
measures taken to ensure the enforcement of Personal
Data legislation;

awareness of the Company's Employees who
are directly involved in Personal Data processing with the
provisions of the legislation of the Russian Federation and
internal regulatory documents of the Company in relation
to Personal Data processing and ensuring PD Security,
training of the said Company Employees;

identification of threats to PD Security when
processing them in PDIS;

application of organisational and technical
measures to ensure PD Security when processing Personal
Data in PDIS, necessary to meet the requirements for
Personal Data protection, the implementation of which is
ensured by the levels of Personal Data security established
by Resolution No. 1119-MM;

application of the procedure for assessing
the conformity of information security systems that have
passed in the prescribed manner;

assessment of the effectiveness of measures
taken to ensure PD Security prior to the commissioning of
PDIS;

registration of the Company's Employees
admitted to Personal Data processing;

- accounting of material carriers of personal
data;
detection of facts of unauthorised access to
personal data and taking measures;
restoration of personal data, modified or
destroyed due to unauthorised access to them;
Establishing rules for accessing PD processed
in PDIS, as well as ensuring registration and accounting of
all actions performed with PD in Personal Data Information
Systems;

control over the measures taken to ensure
Personal Data Security and the level of protection of
Personal Data Information Systems.

A set of measures provided for by Decree No.
1119-PP and Order of the FSTEC dated February 18, 2013
No. 21 "On approval of the composition and content of
organisational and technical measures to ensure the
security of personal data during their processing in
personal data information systems", to ensure the security
of Personal Data in The Company is determined in the
organisational and administrative documents of the
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depepaumm B obnactu MOH, ycTpaHeHMA nocnencTeui
TaKMX HapyLIeHW;

Nepuoanyecknini BHYTPEHHWU KOHTPO/b, a
TaKKE€  KOHTPOAb,  OCYLLECTBAAEMbIA  CTOPOHHWMM
opraHusaunamu (BHeWHWM ayamT) No Jorosopy noapasna
WA OKasaHuAa ycnayr, cooteetctBua O6pabotkmn MAH
TpeboBaHnam &3 «O nepcoHanbHbIX AAHHbLIX» U
NMPUHATBIM B COOTBETCTBMM C HUM  HOPMATUBHbLIM
NpaBOBbIM aKTaMm;

npoBefeHNe OLEeHKM Bpeaa, KoTopbli
MOXKeT ObiTb npuunHeH Cybbektam [AH B cnydyae
HapyLleHWa 3aKoHoaaTenbcTBa o obnactu MAOH, a Takxke
COOTHOLWIEHME YKa3aHHOro Bpeda C MNpPUHUMAEMbIMU
Mepamu no obecrneveHnto UCNONHEHMA 3aKOHOAaTe IbCTBa
B 0bnactu NAH;

O03HakomneHuve PaboTHMKoB ObLecTsa,
HenocpeaCcTBEHHO ocyuiecTBaawwmx O6pabotky MNAH, ¢
NONOKEHNAMMU 3aKOHOZATeNbCTBA Poccwuiickoi
Pepepaumm n BHYTPEHHWX HOPMATMBHbLIX [AOKYMEHTOB
ObuwecTtBa B oTHoweHun O6paboTkm NAH 1 obecneyeHuto
BesonacHoctn MOH, obydyeHue yKasaHHbIX PaboTHMKOB
ObuwecTBa;
- onpepenerHune yrpos besonacHoctu MAH npum
nx obpaboTke B UCMOH;
npUMeHeHune OpraHn3aLMOHHbIX "
TeXHMYEecKMx mep no obecnedyeHuto besonacHoctn MAH
npun O6pabotke MAH B WCMNAOH, Heobxoaumbix AOnA
BbINONHEHMA TpeboBaHui K 3awwmTte MAH, McnonHeHWe
KOTOPbIX 06ecneynBaeT ycTaHOBAEHHble MocTaHOBAEHMEM
Ne 1119-MN ypoBHM 3awmweHHocTn MNAH;

npuMmeHeHue npoLweanx B yCTaHOBAEHHOM
nopaake npoueaypy oueHkn coorsetrctema C3U;

oueHKa 3pPEeKTUBHOCTM NPUHMMAEMbIX MepP
no obecneyeHnto besonacHoctv [MAH 4o BBOAA B
akcnayaTtaumio UCMNAOHR;

yyeT PaboTHMKoB O6LLecTBa, AOMNYLLEHHbIX K
obpabotke MAaH;

y4yeT matepuanbHbix Hocutenein MAH;
obHapyeHune daktoB HCA Kk MNAH
NPUHATUEM MEp;

BOCCTaHoBAeHue MNAH, MoaANPULMPOBaHHBIX
WUAN YHUUTOXEHHbIX Bcneactene HCA K HUm;
yCTaHOB/ieHMe npaeun goctyna K NAH,
obpabaTtbiBaembim B WCIMAH, a Takxe obecneyeHune
perncrpaummn 1 yyeTa Bcex 4eMCTBUIM, coBepluaembix ¢ MAH
8 UCNAH;

n

KOHTPO/Ib 33 NPUHUMAEMbIMKU MepamMu Mo
obecneyeHuto besonacHocTtu nax 7] YPOBHA
3awmweHHoctn UCNAH.

Komnnekc meponpusatuii, npesycMOTPEHHbIX
MoctaHoBneHnem Ne 1119-MN u Mpukazom PCTIK ot
18 ¢peBpana 2013 r. N2 21 «O6 yTBep)KAEeHUM COCTaBa U
COAEp’KaHMUA OPraHM3aUMOHHBIX U TEXHUYECKUX Mep Mo
obecneyeHunto 6€30MNaCHOCTU NEPCOHANbHbIX AAaHHbIX NpU
ux obpaboTke B MHPOPMALMOHHBLIX  CUCTEMax
NnepcoHanbHbIX AaHHbIX», N0 obecrneyeHnto BesonacHocTu
NAH B ObuwectBe onpegenserca B OPraHM3auMOHHO-
pacnopaanTenbHbIX OOKYMEHTaXx ObuecTsa,



Company, approved by the Director of the Company,
taking into account the results of assessing the possible
harm to the Personal Data Subject, which may be inflicted
in the event of a violation of the Security of his/her
Personal Data, the relevance of threats to Personal Data
Security, as well as establishing the level of Personal Data
security.

11. CONTROL OF COMPLIANCE WITH THE
LEGISLATION OF THE RUSSIAN FEDERATION AND
INTERNAL REGULATORY DOCUMENTS OF THE
COMPANY IN THE FIELD OF PERSONAL DATA
PROTECTION

Internal control over the observance of the
requirements of the legislation of the Russian Federation
and internal regulatory documents of the Company in the
field of personal data is carried out by the Person
Responsible for organising the processing of personal data
on an ongoing basis with the involvement of the Person
Responsible for ensuring the security of personal data.

The person responsible for organising the
processing of Personal Data receives instructions directly
from the Director of the Company, and is accountable to
him.

The person responsible for organising the
processing of Personal Data is obliged to:

to exercise internal control over the
observance by the Company and the Company's
Employees of the legislation of the Russian Federation on
personal data, including the requirements for the
protection of personal data;

to bring to the notice of the Company's
Employees the provisions of the legislation of the Russian
Federation on personal data, internal regulatory
documents of the Company on the issues of Personal Data
processing, requirements for the protection of personal
data;

organise the reception and processing of
applications and requests from Personal Data Subjects or
their representatives and (or) monitor the reception and
processing of such applications and requests.
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yTBep)aaemblx [dupektopom Ob6uiectsa, € y4yeTom
pe3ynbTaToB OUEHKN BO3MOXKHOro Bpeaa Cyb6bekty MAH,
KOTOPbI MOXeT OblTb HaHeceH B C/ayyae HapylleHus
besonacHocTn ero nAax, AKTYa/IbHOCTH yrpos
besonacHocTn [[H, a TaKXe YCTaHOB/AEHUA YPOBHA
3awmuweHHocTn MNAH.

11. KOHTPO/b 3A COB/IIOAEHUEM
3AKOHOOATE/IbCTBA POCCUNCKOM DEOEPALUN
M BHYTPEHHMUX HOPMATUBHbIX OKYMEHTOB
OBLLECTBA B OB/IACTU NAH

BHYTpPeHHMI KOHTPO/Ab 3a cobaoaeHnem B
ObuwectBe TpeboBaHMIN 3aKOHOAATENbCTBA Poccuiickoi
depepaumm M BHYTPEHHUX HOPMATMBHBIX OOKYMEHTOB
ObuwecTsa B obnactn naH ocyuiecTeaseTca
OTBETCTBEHHbIM 3a oOpraHmMsauumio obpabotkm MAH Ha
NOCTOAHHOM OCHOBE C NpuBedyeHnem OTBETCTBEHHOTO 3a
obecneyeHne 6esonacHocTv MAH.

OTBETCTBEHHbIN 33 opraHM3aunto obpabotkm NAH
nonyyaeT yKasaHWA HenocpeacTBeHHo oT [upeKtopa
O6LwecTBa, M NOAOTYETEH emy.

OTBETCTBEHHbIN 33 opraHM3aunto obpabotkm NAH
06s3aH:

OCYLLECTBNATb BHYTPEHHUN KOHTPO/b 3a
cobnogeHnem Ob6uwectBom M PaboTtHukamm O6uwecTsa
3aKoHopgaTenbcTBa Poccuiickon ®epepauum o MAH, B TOM
yncne TpeboBaHuit K 3awmTe NAH;

— poBoAMTb A0 cBedeHMAa  PaboTHUKOB
ObuiecTBa MONOMKEHUA 3aKoHoAATenbCTBa Poccuitckoi
depepaumm o NAH, BHYTPEHHUX  HOPMAaTUBHbIX

OOoKymeHTOB ObuwecTtsa no sonpocam O6pabotku MAH,
TpeboBaHuit K 3awmTe MAOH;

opraHusoBbiBaTb npvem U 0bpaboTky
obpaweHuit u 3anpocos CybvektoB MNAH wAn wnx
npeactasuteneir M (MAU) OCYWECTBAATbL KOHTPO/b 3a
npmuemom 1 06paboTKoi TakmMx 0bpaLLeHnit 1 3anpPoCcoB.



12. RESPONSIBILITY FOR IMPLEMENTING THE POLICY

Employees of the Company who process Personal
Data, as well as the Person Responsible for organising of
Personal Data processing, Person Responsible for ensuring
the security of Personal Data shall bear disciplinary, civil,
administrative or criminal liability in accordance with the
legislation of the Russian Federation for violation of the
requirements of this Policy, other internal regulatory
documents of the Company in the field of Personal Data
and legislation of the Russian Federation in the field of
Personal Data Protection.

13. FINAL PROVISIONS

This Policy comes into force upon the expiration
of 10 calendar days from the date of its approval.

Changes to this Policy may be caused by changes
in the legislation of the Russian Federation, internal
documents of the Company, Personal Data information
systems, Personal Data protection system.

All changes and additions made to this Policy are
approved by the Director of the Company.

All employees of the Company are subject to
mandatory awareness with this Policy and bear
responsibility as provided for by the legislation of the
Russian Federation for violation of its provisions.

In the event that, upon the entry into force of
amendments to the legislation of the Russian Federation,
certain clauses of this Policy contradict such amendments,
the Policy shall be applied in the part that does not
contradict the legislation of the Russian Federation, and
until the relevant amendments are made to this Policy, the
Company is guided in its activities by the requirements of
the legislation of the Russian Federation.
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12, OTBETCTBEHHOCTb 3A PEAJZIU3ALIUNIO
NOJIOXEHWI NONUTUKMU

PaboTHMKMK ObuecTBa, ocyLecTeasoWwme
06paboTky MNAH, a TakKe OTBETCTBEHHbI 32 OpraHn3aLumto
obpabotkm MMAH, OTBeTCTBEHHbIM 33 obecneyeHune
6e3onacHocTu MAH HecyT ANCUMNANHAPHYIO, TPaXKAAHCKO-
NpaBoBYyl,  aAMMHUCTPATUBHYIO  UAM  YrOJIOBHYLO
OTBETCTBEHHOCTb B COOTBETCTBMM C 3aKOHOAATENbCTBOM
Poccuiickoit depepaumm 3a HapyweHue TpeboBaHuUM
HacToAleln MOAUTUKM, UHbIX BHYTPEHHUX HOPMAaTUBHbIX
[LOKYMEHTOB ObuiecTtBa B obnactn nAax 7
3aKoHogaTtenbcTBa Poccuiickoit depepauumn B o0bnactm

NAH.
13. 3AK/TKOMUTENDBHBIE NONOXEHUA

Hactoswan [MonuMTMka BCTynaeT B CUAy Mo
ucteyeHun 10 KaneHaapHbix AHeW C  Aathl  ee
yTBEpPXAEHMA.

BHeceHVe M3MeHEeHW B HacToAwyw MMONUTUKY
MOKET BbI3BAHO MW3MEHEHUAMM B 3aKOHOAATE/NbCTBE
Poccuiickot  depgepaumnu, BHYTPEHHUX  AOKYMEHTax
ObuwectBa, MHOPMALMOHHbIX cuctemax MAH, cucteme
3awmTtbl MAH.

Bce M3mMeHeHMA W [AONOAHEHUS, BHECEHHble B
HacToawylo [MonuTMKy, yTBep)KaatoTca [MpeKkTopom
ObuecTBa.

Bce PaboTHUKM ObuwecTsa noanexar
o0ba3aTenbHOMY 03HAaKOMIEHUIO C HacToALwel MNoanTukom
M HecyT  NpeaycCMOTPEHHYID  3aKOHOZATe/NbCTBOM
Poccuiickoit degepaunm OTBETCTBEHHOCTb 32 HapylueHue
€€ NOoJIoXKEHUN.

B cnyyae, ecnM npu  BCTYNIEHUM B cuay
M3MEHEHUI B 3aKoHOAaTeNbcTBO Poccuiickol ®epepaumm
oTZeNbHble  MyHKTbl  HactoAwen MoanTukmM  6yayT
NPOTUBOPEYUTL  TaKMUM U3MEHEHMUAM, MonuTuka
npumeHsaeTcs B yactu, He npoTMBOpeYaLLemn
3aKoHogaTtenbcTBy Poccuitickon  depgepaumun, U a0
MOMEHTa BHECEHMS COOTBETCTBYIOLWMX WIMEHEHUI B
HacToawwyto MonnTtuky O6LLecTBO B CBOEN AEATENBHOCTU
pykoBoacTeyeTcss  TpeboBaHMAMM  3aKOHOAATE/NbCTBA
Poccuiickon depepaunn.



Appendix 1

LIST OF PROCESSED PERSONAL DATA

1. Employees for the purposes of implementing labor
legislation within the framework of labor relations, the
implementation of access control:

Surname, name, patronymic; income; occupation;
education and qualifications; property status; registration
address; place of birth; date of birth; month of birth; year
of birth; health; telephone number (mobile and
stationary); e-mail address; family status; nationality;
passport details; bank account numbers; - insurance
numbers of certificates of public pension insurance; -
information about previous places of work; -
photography; - information on the work performed,
bonuses and disciplinary sanctions, required to assess
employee’s performance; - military status; - the results of
credit and criminal background checks; - the results of
drug and alcohol testing; - driving license number, vehicle
registration; - e-mails, voicemails, correspondence and
other work product and communications created, stored
or transmitted by an employee using Company’s
computer or communications equipment.

2. Child’s parents and guardians for the purposes of
entering contractual relationship and management of
educational process of the Student (Students),
implementation of access control:

full name; date of birth; email address; citizenship;
passport data; registration address; residence address;
country of residence; gender; primary phone contact; data
on child custody, data on responsibility for child payment;
series and number of identity document; place and date of
issue of identity document; number of enrolled children;
date of the first visit to the Company; primary spoken
language; relation to the child (mother, father, etc.)

3. Children (students) for the purposes of performing
educational services to the Student (Students),
implementation of access control

full name; date of birth; citizenship; registration address;
residence address; gender; phone contacts; photo;
passport data (series, passport number, place and date of
issue); data on birth certificate; data on custody; data on
insurance of the Student; first language; second language
of the Student; ID of the child’s document; academic data
on the child’s academic level; information on specifics of
social or academic progress of the child’s education
process; information on additional educational needs;
information on the former school the child went to;
information on expulsion or suspension from school in the

MpunoxkeHne Nel

NEPEYEHDb
OAHHbIX

OBPABATbBIBAEMbIX  NMEPCOHANbHbIX

1. CoTpyAHMKM Ana ueneit UCNONHEHUA TPYAOBOro
3aKOHO4aTeNbCTBA B paMKaX TPYAOBbIX OTHOLUEHWIA,
oCyL,ecTBNEHUA NPONYCKHOro peXuma:

damunna, MMA M OTYyecTBO, Joxoabl, npodeccus,
obpasoBaHMe U  CMEUManbHOCTb, UMYLLECTBEHHOE
MOMIOXeHNe, aApec PerucTpaLmmn, MecTo PoXKAeHUs, gata
POXAOEHUA, rO4 PONKAEHUA, COCTOSIHME 340P0BbA, TenedoH
(MOBUNBLHBIN M CTaUMOHApPHbBIN), aapec 3MEeKTPOHHOM
NouTbl, CeMelHOEe NON0KEHUE, FPaXKAAHCTBO, NACNOPTHbIE
[JaHHble, HOMepa BaHKOBCKMI CcYETOB, HOMepPa CTPaXOBbIX
CBUAETENbCTB, MHPOpMaUMAa O npeablaylmx MecTax
paboTbl, doTorpadus, AaHHblE O BbINOJHEHHOW paboTe,
MOOWPEHUAX W  CaHKUMAX, MNO3BOAAOWME OLEHUTb
pe3yNbTaTUBHOCTb COTPYAHWMKA, CBEAEHNA O COCTOAHMM Ha
BOMHCKOM y4eTe, pe3y/ibTaTbl MPOBEPOK KpeauTHOW
MCTOPUM U HaAWYUA CYAMMOCTEN, pesyabTaTbl TECTOB HA
Ha/MuMe anKorons W HAPKOTMKOB B KPOBW, HOMep
BOOMTENbCKOTO  YAOCTOBEPEHMA W  CBUAETENbCTBA O
perncTpauMm TPaHCMOPTHOrO CPeacTBa, 3/EKTPOHHble
NMMcbMa, rOA0COBble COOBLEHMA M WHble pPe3yabTaTbl
paboTbl, COo34aHHbIe, XPaHUMble WAM MepegaBaemble C
MOMOLLbID KomnbioTepoB Pabotogatena wAM  MHbIX
CPeacTs KOMMYHUKaLNK.

2. Pogutenu pe6eHKa naun oneKkyHbl B LeNfAX 3aK/0UeHUA
AOroBOPHbIX B3aMMOOTHOLIEHUIA UM OpraHusauum
yuebHoii gearenbHocTu O6yyatoweroca (O6yyatowmxca),
ocyLecTB/IeHUA NPONYCKHOro peXuma:

®NO; [Oata poxaeHus; Agpec 3NeKTPOHHOW MoYTbl;
[paxkpaHcTBO; MacnopTHble AaHHble; A4pec perucTpaymu;
Apnpec daKkTUYecKoro npoxueaHuaA; CTpaHa NpPoOXKMBaHUSA;
Mon; OCHOBHOW KOHTaKTHbIV TenedoH; CBeaeHMA 06 oneke
Hag pebeHKOM; AaHHble AOKYMEHTa, YAO0CTOBEPAOLWEro
NMYHoCTb; CBeaeHMA 06 obyyatowmxcsa aetax B ObLLecTBe;
Jata nepBoro noceweHua ObuwectBa; OCHOBHOM
pa3roBopHbIl A3bIK; OTHOWeEHMEe K pebeHKy (MaTb, oTel, 1

ap.);

3. fetn (yueHuKun unm Obyyalowmecs) B LenAx oKasaHUA
Obyuyaowemyca (O6yyarowmmca) o6pasoBaTesibHbIX
YCNyr, OCYLLLECTB/IEHUA NPONYCKHOro pexuma:

DUNO; AaTa porkaeHua; MpaxaaHcTBo; Agpec pernctpaumu;
Aapec daKtuyeckoro npoxuBaHusA; [Mon; KoHTakTHble
TenedoHbl; Poto; MacnopTHble AaHHble (cepua, HoMep
nacrnopTa, Kem 1 Korga BblgaH); CBefeHUs cBMAETENbCTBA
0 poxaeHun; CsBegeHns 06 oneke; CsegeHus o0
cTpaxoBaHuu Obyyatoweroca; PogHoi a3biK; BTopoi A3bIK
Obyvatoweroca; ID pokymeHTa pebeHKa; Akagemuyeckas

mHdopmaums 06 ypoBHe MNOArOTOBKM  pebeHKa;
MHbopmauma 06 0COBEHHOCTAX COUManbHOTrO UK
aKagemuuyeckoro  nporpecca  obyyeHua  pebeHka;
MHbopmauma o [ONOAHUTENbHbIX 06pasoBaTeNbHbIX

notpebHoctax; WMHdopmaums o npeablaylien LKose,
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former school; data on availability of a child visa; school
email address; school class; health condition.

4. Job seekers for the purposes of implementing labor
legislation within the framework of labor relations, the
implementation of access control:

full name; date of birth; email; citizenship; registration
address; residence address; gender; phone contacts;
photo; passport data (series, passport number, place and
date of issue); Education

5. Counteragents for the purpose of concluding

contractual relations

Full name, passport credentials, INN, SNILS, criminal record
check, email, phone number

6. Persons accompanying children for the purpose of the
implementation of access control:

Full name, passport credentials, email, phone number

7. Adult students enrolled in an additional professional
program for the purpose of performing educational
services

full name; date of birth; email; citizenship; registration
address; residence address; gender; phone contacts;
photo; passport data (series, passport number, place and
date of issue); Education

8. Guests (visitors, invited persons) for the purpose of
the implementation of access control

Full name

KoTopyto  nocewan pebeHok; WHbopmauyma o6
WCK/TIOYEHUN UM OTCTPAHEHWUI OT 3aHATUM B NpeablayLuen
WwKone; CBeaeHMs O Ha/MUYMKU OETCKOW BM3bl;, YuebHbIl
agpec 3N1eKTPOHHOM noYTbl; LLIKoAbHbIM Knacc.; CocTosHue
34,0pOBbA

4. CoucKaTenu BaKaHCMW ANA  ueneil UCNOJIHEeHUA
TPYAOBOro 3aKOHOAATENbCTBA B pamKaxX TPyAoBbIX
OTHOLLEHMIA, OCYLLECTBAEHMA NPOMNYCKHOrO peXnma:

®UNO; [ata poKAaeHuA; AApec 3/EKTPOHHOM MNoYTbl;
lpaxkpaHcTBo; MacnopTHble AaHHble; Agpec perncrpauuuy;
Agpec dakTuyeckoro npoxkusaHua; [Mon; OcHoBHOWM
KOHTaKTHbIN TenedoH; CBeaeHna 06 obpasoBaHUK

5. KoHTpareHTbl dusnueckne nuua ana  uenen
3aK/II0YEHUA A0rOBOPHbIX OTHOLEHMIA:

®NO, nacnopTtHble gaHHble, MHH, CHWU/C, cBepeHua o
HaMYMM  CYAMMOCTM, INEKTPOHHas MoyTa, Homep
TenedoHa

6. ConpoBoxaatowue geteii ana uenen ocyw,ecTsieHus
NPONYCKHOro pexuma:

®WNO, nacnopTHble AaHHble, 3NEKTPOHHAA MoYTa, HOMep
TenedoHa

7. O6yvalowmecs no [ONONHUTENIbHOM
npodeccMoHanbHOW Nporpamme ANA Lenei OKasaHusa
obpa3oBaTeNbHbIX YCAYr:

®UNO; [ata poKAaeHuA; AApec 3/EKTPOHHOM MNOoYTbl;
[paxkpaHcTBO; MacnopTHble AaHHble; A4pec perucTpaymu;
Agpec dakTuyeckoro npoxkusaHua; [Mon; OcHoBHOWM
KOHTaKTHbIN TenedoH; CBeaeHna 06 obpasoBaHuK

8. l'ocTn (noceTuTenn, NpurnalieHHble NMUA) ANA uenei
OCyLLecTBNEHMA NPONYCKHOro peXXuma

®no
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