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1. TERMS AND DEFINITIONS

Cookie - is a small piece of data that is sent by a
web server and stored on your computer.

Automated Personal Data processing - Personal
Data processing using computer technology.

Personal Data security - the state of Personal
Data security, in which their confidentiality, availability and
integrity are ensured.

Personal Data Blocking - a temporary suspension
of Personal Data processing (unless the processing is
necessary to clarify Personal Data).

Personal data information system (PDIS) - a set
of personal data contained in the databases and providing
their processing of information technologies and technical
means.

Confidentiality of Personal Data is a mandatory
requirement for a person who has access to Personal Data
not to transfer such Personal Data to third parties without
the consent of its owner.

Unauthorised Access - access to personal data or
actions with personal data that violate the rules for
differentiating access using the means provided by the
PDIS.

Personal Data Carrier - technical devices designed
for recording and processing Personal Data as part of
computer equipment, as well as for storing and moving
recorded Personal Data outside the composition of
computer equipment, as well as paper media of Personal
Data.

Personal Data processing - any action (operation)
or a set of actions (operations) performed using
automation tools or without using such tools with Personal
Data, including collecting, recording, organizing,
accumulating, storing, clarifying (updating, changing),
extracting, using, transfer (distribution, provision, access),
depersonalization, blocking, deletion, destruction of
Personal Data.

Personal Data processing without the use of
automation means is an action with Personal Data, such as
the use, clarification, distribution, destruction of Personal
Data in relation to each of the Personal Data Subjects,
carried out with the direct participation of a person.

Company - "International School LLC".

Responsible for ensuring the security of personal
data - the person responsible for ensuring the safety of
personal data, for the implementation and continuity of
compliance with the established protection measures and
overseeing the functioning of information protection tools
used in the Company's PDIS.

Responsible for organizing Personal Data
processing - a person exercising internal control over the
observance by the Company and its employees of the

1. TEPMWHbI U ONPEAENEHUA

Cookie — HebonbwoW ¢parmMeHT A[AHHBIX,
KOTOpbIA OTNpaBnseTca Beb-cepBepoM M XPaHUTCA Ha
KOMNbloTepe.

ABTOMaTM3MpOBaHHaAa o6pabotka NAH —
obpaboTka MAH C NOMOLLbIO CPEACTB Bbl4MCANTE/IbHON
TEXHUKMN,

be3zonacHoctb MNAH — cOCTOAHUE 3aWMLLEHHOCTHU
NAH, npu KoTopom obecneyeHbl UX KOHOUAEHLUMNANBHOCTD,
OOCTYNHOCTb U LLeNOCTHOCTb.

bnokuposaHue nax — BpemeHHoe
npekpaweHne 06paboTku MAH (3a UCKOYEHMEM CyYaEes,
ecnun obpaboTka Heobxoanma gna yTouHeHus MOH).

MHdopmaumMOHHAA cUCTeMa NepCOHaNbHbIX
BaHHbIX (UCMOH) — COBOKYNHOCTb COAEPXKALUMXCA B
6asax gaHHbix MOH 1 obecneynBarowmnx Ux 0b6paboTKy
MHGOPMALLMOHHBIX TEXHO/IOTUIA U TEXHUYECKUX CPEACTB.

KoHdupgeHumanobHoctb MAH — o06s3aTenbHoe
ONA BbIMNOMIHEHUA NULOM, MOAyYMBWWMM aocTyn K MAH,
TpeboBaHWe He nepegasaTb Takue MAH TPETbUM AuLAM
6es cornacus ee obnagarens.

HecaHkuunoHupoBaHHbIN goctyn (HCA) — goctyn
K NOH wan penictena ¢ MOH, Hapywatowme npaBuna
pa3rpaHMyYeHns [ocTyna C WUCNo/sb30BaHMEM CPeAcTs,
npegoctasnaembix UCMNAH.

Hocutenb MAH — TexXHW4YECKNe YCTPOMCTBA,
npefgHasHayeHHble A4 3anucu U obpaboTtkm MAH B
COCTaBe CPeACTB BbIMUCUTENBHON TEXHUKM, @ TaKKe Ana
XpaHeHuA U nepemeLlleHna 3anncaHHbix MNAH 3a npegensl
COCTaBa CpeACTB BbIYMC/AUTENbHON TEXHUKM, a TaKxkKe
6ymarkHble HocuTenu MNAH.

O6pabotka NOH — noboe gelicteme (onepaumns)
WM COBOKYMHOCTb AeNCTBUI (OnepaLyuit), coBepLiaemblx ¢
MCNONb30BAHMEM CpPeacTB  aBTomMaTuMsauun uan  6es
MCNoNb3oBaHMA Takux cpeacts ¢ MAH, BKkAloyas cbop,
3anucb, CUCTEMATU3auMio, HaKOM/IEeHWe, XpaHeHwue,
yTouHeHue (0BHOBNEHWE, W3MEHEHWe), W3B/AeYEHME,
MCMNo/b30BaHMe, nepegauy (pacnpocTpaHeHue,
npeaocTaB/eHune, aoctyn), o0be3nnymBaHme,
6n0KMpOBaHMe, yaaneHue, yHuuToxKeHue MAH.

O6paboTtka MAH 6e3 Mcnonb3oBaHMA CPeAcCTB
asTomatusauum — geicteue ¢ MAH, Takue Kak
MCNo/b30BaHMe, YTOUYHEHMeE, pacnpocTpaHeHue,
yHUUTOXKeHue MNAH B OTHOWEHUWN KaK[oro U3 cybbeKkToB
MAH, ocylwecTBaseMoe NpU HenocpeacTBEHHOM y4yacTum
yesoBeka.

O6uwectBo —000 «MexayHapogHasa WKofa».

OTBeTCTBEeHHbIN 3a obecneyeHne 6e3onacHOCTU
NAH — 4MuUo, OTBETCTBEHHOe 3a obecneyeHune
6esonacHoctv MNAH, 33 peannsaumio U HENpPepbIBHOCTb
cobnoaeHNs  YCTAHOB/NEHHbIX  Mep  3aluuMTbl U
OCYLLECTBAAIOLWEE KOHTPOIb GYHKLMOHNMPOBAHUA CPeacTB
3aWnTbl  MHPopmauun, npumeHsemblx 8  WCMNAH



legislation of the Russian Federation on PD, including the
requirements for Personal Data protection.

Personal Data (PD) - any information relating
directly or indirectly to a specific or identifiable individual
(Personal Data Subject).

Company Policy - Policy for the processing and
protection of personal data in the Company.

Provision of Personal Data - actions aimed at
disclosing personal data to a certain person or a certain
circle of persons.

An employee of the Company is a person who
carries out his activities in the Company on the basis of an
employment contract and has the ability to gain access to
Personal Data processing, both with the use of automated
means of Personal Data processing, and without them.

Personal data protection system (PDPS) is a set of
organizational and technical measures, determined taking
into account the current threats to the security of PD and
information technologies used in PDIS.

Information security means - a technical,
software and hardware tools designed or used to protect
information.

Personal Data Subject - an individual who is
directly or indirectly defined or determined using Personal
Data.

The authorized body for the protection of the
rights of Personal Data Subjects is a federal executive body
that exercises the functions of control and supervision over
the compliance of Personal Data processing with the
requirements of the legislation of the Russian Federation
in the field of Personal Data.

Federal Law "On Personal Data" - Federal Law of
June 27, 2006 No. 152-FZ "On Personal Data".

Other terms, the meaning of which is not defined
in this Policy, are used in the meaning given to them by the
legislation of the Russian Federation and regulatory legal
acts.

ObuwecTsa.

OTBETCTBEHHDbI 3a opraHusauuilo 06paboTKu
NAH — ML, OCYLLECTBAAIOLLLEE BHYTPEHHWUIA KOHTPO/Ib 33
cobnogeHnem ObuwectBom W ero  paboTHWKamu
3aKoHoAaTenbCcTBa Poccuiickoit ®epepauun o MOH, B TOM
yncne TpeboBaHNi K 3awmTe MNAH.

MNepcoHanbHble paHHble (MAOH) — oban
MHPOPMaLMA, OTHOCAWAACA K NPAMO WM KOCBEHHO
onpegeneHHoMy, uauM onpegensemomy Gusnyeckomy

nmuy (cybbekty NAH).

MNonutuka O6wecrea — MoanTuKa 06paboTKM U
3awmTtbl NAH B ObwecTse.

MpepocrasneHue nax - nencreus,
Hanpas/ieHHble Ha packpbiThe MAH onpeaeneHHOMY AnLy
UKW onpeseneHHOMY Kpyry any,

PaboTHuK O6wecTBa — NNL0, OCyLLECTBAAIOWEE
CBOIO AeATenbHoCTb B OblLecTBe Ha OCHOBaHUM TPYA0BOrO
[0roBopa, U UMetoLLLMe BO3MOXKHOCTb MOAYYUTb A0CTYN K
obpaboTke nax, Kak c NpUMEHEHMEM
aBTOMaTM3MpPOBaHHbIX cpeacTs 0bpaboTku MNAH, Tak 1 6e3
TaKoBbIX.

Cuctema 3awmtol NAH (C3NAH) — Komnaekc
OpPraHM3aLMOHHBIX U TEXHUYECKUX Mep, OnpeaesieHHble C
YY4EeTOM aKTyanbHbIX yrpo3 6esonacHoctn TMOH
MHPOPMALMOHHbIX TEXHONOMMI, ncnonb3yembix 8 MCMOH.

CpeactBa 3awutbl uHPopmaumm (C3U) —
TEeXHMYEeCKoe, MPOrpaMmmHoOe, MPOrpamMMHO-TEXHUYECKOE
CPeAcTBO, NpeAHa3sHAYeHHOE WAM UCNoNb3yemoe Ans
3aWmnTbl HGOPMaLUW.

Cy6bekt NOH — ¢uM3MYecKkoe /MLO, KOTOpoe
NPAMO WM KOCBEHHO OMpeAesieHO WM Onpefensiemo C
nomouupto MNAH.

YNONHOMOUYEHHbIA OpraH no 3awurte npaB
cybbektoB NAH — denepanbHbiii OpraH UCNOIHUTENbHOM
BJ1IACTW, OCYLLECTBAAOWMIA YHKLUM MO KOHTPOIO U
Hag3o0py 3a cooTBeTcTBUEM 06paboTku NAH TpeboBaHMAM
3aKoHogzaTenscTBa Poccuiickoit ®epepauymn B obnactu

VIR

»3 «0 NepCcoHaNbHbIX
depepanbHbiit 3aKoH oT 27.06.2006
NepcoHaNbHbIX AAHHbIX».

DaHHbIX» —
Ne 152-#3 «O

MHble TepmMMUHbI, 3Ha4YeHWe KOTOpbIX He
onpeaeneHo B Hactoswen MMoAUTUKE, UCMONb3YIOTCA B
3HaYeHUK, KOTOpOe NPUAAETCA MM 3aKOHOAATE/IbCTBOM
Poccuiickont depepaumt M HOPMaTUBHLIMM NPABOBLIMM
aKTamum.


http://www.consultant.ru/document/cons_doc_LAW_339809/b2ec876ddbcb89fd74f1c09f3de6d3f2617279a1/#dst100030

2. GENERAL PROVISIONS

The policy regarding the processing of personal
data in the "International School" (hereinafter - the Policy)
is a local regulation of the Non-profit general educational
private institution of The International School LLC
(hereinafter - the Company), developed in accordance with
cl. 2 part 1 of article 18.1 of the Federal Law "On Personal
Data" and defines the basic principles, goals and conditions
for processing personal data, as well as measures to
protect personal data in the Company.

Control over the fulfilment of the requirements of
this Policy is carried out by the Person Responsible for
organizing the processing of Personal Data.

This Policy has been developed in order to
implement the requirements of the legislation of the
Russian Federation in the field of Personal Data processing
and to ensure Personal Data Security and is aimed at
ensuring the protection of human and civil rights and
freedoms when processing his/her Personal Data,
including the protection of the rights to privacy, personal
and family secrets.

The Company publishes this Policy on the Internet
at each address at which it processes Personal Data, no
later than 10 calendar days before its entry into force.

The Company has the right to make changes to
this Policy in compliance with the requirements of the
legislation of the Russian Federation and regulatory legal
acts.

If changes are made to this Policy, the Company
publishes on the Internet at each address at which it
processes Personal Data, the current text of this Policy is
no later than 10 calendar days before the date of entry into
force of these changes, indicating the date of its posting on
the website and the effective date of the changes.

3. PRINCIPLES OF PERSONAL DATA PROCESSING BY
THE COMPANY

Personal Data processing by the Company is
carried out on the basis of the following principles:

- legality and fairness (compliance with
legislative acts and observance of the equal interests of the
Personal Data Subjects, without abusing the opportunities
presented on the basis of the information provided by the
Personal Data Subject) the purposes and methods of
Personal Data processing;

- compliance of the purposes of Personal
Data processing with legitimate goals, predetermined and
declared when collecting Personal Data;

- congruence between the volume and
content of processed Personal Data, methods and
purposes of Personal Data processing;

2. OBLUME NONIOXEHUA

Monntuka B OTHOLUEHUU 06paboTkM
NepcoHaNbHbIX AAHHbIX B 06LECTBE C OrpaHWYeHHOM
OTBETCTBEHHOCTbIO «MeaAyHapoaHas WwKona» (ganee —
MonnTUKa) ABNAETCA NIOKANbHBIM HOPMATUBHbLIM aKTOM
000 «MeKayHapoaHan wWwKona» (aanee — O6uwecTBO),
pa3pabortaHa B cootBeTcTBMM C n.2 4.1 cT.18.1 $3 «O
NepcoHasbHbIX [aHHbIX» W onpeaenseT OCHOBHblEe
NPUHUMNBI, Lean u ycnosua obpaboTtku MNAOH, a TaKkxke
mepbl 3awmTbl MAH B ObuecTBe.

KoHTposib  3a  wucnonHeHnem  TpeboBaHwWi
HacTosAwel NMonnTrKKM ocyllectenseTcs OTBETCTBEHHbIM 33
opraHusaumto o6pabotkum MAH.

Hactoswan T[onuMTuka paspabotaHa B uUenax
peanusaumm TpeboBaHUI 3aKoHOZATeNbCTBA Poccuiickol
depepaumn B obnactn O6bpabotkm MNAH M obecnedyeHus
besonacHoctu MAH ¥ HanpaBneHa Ha obecneyeHue
3alMTbl NpaB M CBOOOA YenoBeKa W rpakaaHuHa npu
obpabotke ero MN[H, B TOM uucae 3aluMTbl NpaB Ha
HEMPUKOCHOBEHHOCTb  YAaCTHOM  KMU3HW, JIMYHYIO W
CEMEWHYIO TalHy.

ObuwectBo nybnuKkyer Hactoswyt MMoAMTUKY B
cetTn «MHTepHeT» MO KaXAOMy agpecy, Ha KOTOPOM
ocyuwiectsnser o6bpabotky [MJH, He nosgHee 10
KaNeHOapHbIX AHeN A0 AHA ee BCTYNAEHUA B CUAY.

O6buwectBo BNpaBe BHOCUTb MW3MEHEHUA B
HacToswyto MMonnTuKy ¢ cobaogeHvem TpeboBaHWUi
3aKoHOAaTeNbCTBA Poccuiickoi depepaumn "
HOPMAaTMBHbIX MPABOBbLIX aKTOB.

B cnyyae BHeCEHMA WM3MEHEHWIN B HACTOALLYHO
Monutnky ObuecTBo nybankyet B ceTn «MHTEpHET» » no
KaXKZOMY agpecy, Ha KOTOPOM ocyLLecTBAseT 06paboTky
MAOH, aKTyaNbHbIN TEKCT HactoAwen MoAUTUMKU CPOK He
nosgHee 10 KaneHAAPHbIX AHEN 4,0 AHA BCTYNAEHUA B CUY
YKa3aHHbIX WM3MEHEHWN C yKasaHMem JaTtbl ee
pa3mMeLLeHns Ha cauTe U AaTbl BCTYNAEHUA U3MEHEHUI B
cuny.

3. NPUHUMUNMbI OBPABOTKU NAH OBLLECTBOM

ObpaboTka NAH O6LLEeCTBOM OCYLLECTBAAETCA Ha
OCHOBE MNPUHLMUMNOB:

—  33aKOHHOCTH " cnpaBeasiMBoCTM
(cobntofeHna 3aKoHOAATENbHbIX AKTOB M CObAOAeHUA
paBHOMpaBHbIX  WHTepecoB  CybbektoB [MAH, He
3710ynoTpebnas npeacTaBUBLUMMUCA BO3MOMKHOCTAMM HA
OCHOBaHWW cBeAeHUN, npeactaBaeHHblx CybbekTom MAH)
uenel n cnocobos obpabotkm NAH;

— coorBetcTBMA Uueneit O6pabotkn MNAH
3aKOHHbIM  LeNAM, 3apaHee  ONpegeneHHbIM U
3anBNeHHbIM Npu cbope NAH;

—  COOTBETCTBMA 0bbema U  cofep’KaHus

obpabatbiBaembix MNAH, cnocobam U uenam obpaboTKM
NnAaw;



- Personal Data accuracy, their sufficiency
and relevance in relation to the purposes of Personal Data
processing;

- prohibition to process Personal Data that
are redundant in relation to the goals declared during the
collection of Personal Data;

- prohibition of combining databases
containing personal data, the processing of which is carried
out for purposes incompatible with each other;

- storing PD in a form that allows you to
determine the Personal Data Subject, no longer than the
purpose of Personal Data processing requires, or the
storage period of PD established by the legislation of the
Russian Federation, an agreement concluded by the
Company with the Personal Data Subject, consent to
Personal Data processing (hereinafter - Personal Data
storage period) ;

- destruction of Personal Data upon
achievement of the objectives of their processing, if the
storage period of PD is not established by the legislation of
the Russian Federation, by an agreement to which, the
beneficiary or guarantor, under which the Personal Data
Subject is.

4. OBIJECTIVES AND LEGAL BASIS FOR PERSONAL DATA
PROCESSING

- The Company collects and processes
Personal Data for the following purposes:

- deciding on the candidate's employment;

- making decisions on  concluding
contracts, fulfilling obligations under civil law contracts on
an ongoing basis with counterparties;

- organisation and management of labour,
as well as legal regulation of labour relations, compliance
with laws and other regulatory legal acts, assistance to
employees in employment (conclusion and execution of an
employment contract), education, ensuring the personal
safety of employees, monitoring the quantity and quality
of work performed and ensuring safety property;

- conclusion of agreements under which
the Company provides educational services to clients and
their children, and regulation of legal relationships with
parents (or guardians);

- notification of parents or guardians from
school staff in the event of an emergency with a child;

- enrolment of applicants in the school for
the purpose of further education;

- carrying out educational activities for
students, conducting entrance testing, organising
graduation testing and final exams, assistance with
admission to higher educational institutions, providing
medical assistance and maintaining children's medical
records, organising travel, registering in corporate systems
and providing access to curriculums of the Company;

— ToyHoCcTM [IH, WX AOCTAaTOMHOCTM U
aKTYaZIbHOCTM MO OTHOLIEHMUIO K Lenam obpaboTkm MNAH;

—  HeAonycTUMOCTMU 06paboTkM NAH,
M36bITOYHBIX MO OTHOLUEHWUIO K LieNAM, 3afBAEHHbIM MpK
cbope NAH;

—  HemonycTMmocTH obbeamHeHun 6a3
JaHHbIX, cogepxawmx MAH, o06paboTka KOTOPbIX
OCYLLECTBAETCA B LeNAX, HECOBMECTMMbIX MeXK Ay coboli;

—  XpaHeHnua MAH B dopme, no3BoaAlOLLEN
onpegenntb Cybbekta M[H, He Ao/sblle, 4Yem 3TOro
TpebytoT uenn obpabotku MNAH, MM60O CpoK xpaHeHus MAH,
YCTAHOB/IEHHbIN 3aKOHO4,aTe/IbCTBOM Poccuiickom
depepaumn, AOroBopom, 3akatoueHHbIM ObwecTBom C
Cybbektom MNAH, cornacuem Ha obpaboTky MAH (aanee —
CPOK xpaHeHus MAOH);

— yHUYTOXKEeHus NOH no AOCTUKEHUMU uenen
nx 0bpaboTKK, ecnm cpok xpaHeHua MOH He ycTaHOBAEH
3aKOHOAATENbCTBOM Poccuiickon depepaumuy,
[OroBOpOM, CTOpPOHOW KOTOpOro,
BblrofonpuobpeTaTenem uam nopyuntTenem, no KOTopomy
aBnsetca CyobekT MAH.

4. LEN N NPABOBbIE OCHOBAHMA OBPABOTKUM NAH

ObuwectBo ocyuwecTteaset coop n O6paboTky MNAH
B C/IeAyIOLWMX Lensx:

—  NpUWHATME pelleHMA O TPYyAoyCcTpoicTse
KaHauMaaTa;

—  NPUHATME  pelieHWa O  3aKIYeHUU
[OroBOpPOB, MCMNOJIHEHWE 06M3aTeNbCTB MO MPaXKAAHCKO-
NpaBoOBbIM AOrOBOPAM Ha TMOCTOAHHOW OCHOBE C
KOHTpareHTamu;

—  opraHusaums v ynpasfieHue Tpyaa, a TaKkxke
npaBoBOe  peryanpoBaHue  TPYAOBbIX  OTHOLUEHUM,
cob6104eHNA 3aKOHOB M MHbIX HOPMATMBHbIX MPaBOBbIX
aKTOB, cofeincTeMa paboTHMKaAmM B TpyAoycTpoucTse
(3akntoueHns ©n  uMcnonHeHuAa TPYAOBOro A0rosopa),
nosly4yeHns obpasoBaHus, obecneyeHns  NUYHOM
6e3onacHoCcT pPabOTHUKOB, KOHTPOAA KoAuyecTBa W
Kayectsa BbinonHAemon paboTbl M obecneyeHus
COXPaHHOCTM UMYLLLECTBA;

—  3aKNl4YeHWe J0roBOpoB, B PaMKax KOTOPbIX
O6wwecTBO OKasblBaeT 06pa3oBaTebHbIE YCAYIM KIMEHTAM
" Ux  petam, " perysiMpoBaHne  MpPaBoOBbIX
B3aMMOOTHOLLEHWUI C poanUTENAMU (MU OMEeKyHaMK);

—  yBegoOMEeHME poauTenei U onekyHoB OT
COTPYAHWKOB  LWKO/AbI, B  CAy4ae MPOMCXOXKAEHUS
YypesBblYaliHOM CUTYaLun ¢ pebeHKom;

—  3ayMcneHue B LWKOAYy abUTypuMeHTOB, C
Lenbto AasnbHenlwero obyyeHus;

—  OCyllecTB/ieHue obpasoBaTenbHoOM
[eaTeNbHOCTU ans YYEHWKOB, nposeaeHne
BCTYNUTENbHOIO TECTUPOBAHUA, OPraHM3aLMA BbINYCKHOMO
TECTUPOBAHUA W BbIMYCKHbIX 3K3aMeHOB, MOMOLLb MpU
NocTynieHnn B BbiClIMe y4yebHble 3aBefeHWUA, OKasaHue
MeZMLUMHCKOM MOMOWM W BefeHWe MeAULUHCKUX
KapTOYeK AeTel, opraHn3auma nyTewwecTBUn, permctTpaums



— provision of permanent / temporary or
one-time access of Personal Data Subjects to the territory
of the Company (in order to visit the territory of the
Company or the opportunity to pick up a student for
nannies, drivers, etc.);

- holding events on the school grounds,
issuing visas for the entry of guests into the country,
booking hotels and buying air tickets for guests.

The grounds for Personal Data processing of the
Company's Personal Data Subjects, including, are:

- Civil Code of the Russian Federation;

- Tax Code of the Russian Federation;

- Labour Code of the Russian Federation;

- Federal Law of the Russian Federation of
July 27, 2006 No. 149-FZ "On Information, Information
Technologies and Information Protection";

- Federal Law of the Russian Federation of
July 27, 2006 No. 152-FZ "On Personal Data" (hereinafter -
FZ "On Personal Data");

- Federal Law No. 27-FZ of April 1, 1996
"On individual (personified) accounting in the compulsory
pension insurance system";

- Federal Law of 18.07.2011. No. 223-FZ
"On the procurement of goods, works, services by certain
types of legal entities";

- Federal Law of December 29, 2006 No.
255-FZ "On compulsory social insurance in case of
temporary disability and in connection with motherhood";

- Federal Law of 06.12.2011. No. 402-FZ
"On accounting";

- Federal Law of December 29, 2012 No.
273-FZ "On Education in the Russian Federation"

- Decree of the Government of the
Russian Federation of September 15, 2008 No. 687 "On
approval of the Regulation on the specifics of personal data
processing carried out without the use of automation
tools";

- Decree of the Government of the
Russian Federation of November 01, 2012 No. 1119 "On
approval of requirements for the protection of personal
data when processing them in personal data information
systems" (hereinafter - Decree No. 1119-PP);

- Company Charter.

The Company carries out Automated Personal
Data processing and Personal Data processing without
using automation tools by collecting, recording,
systematizing, accumulating, storing, clarifying (updating,
changing), extracting, using, transferring (providing,

B KOPMOPATUBHbIX CUCTEMAX M NPeAOoCTaBleHne JoCTyna K
obpasoBaTenbHbIM Nporpammam ObuiecTsa;

—  npeAocTaBAeHne NOCTOAHHOIo/BPeMEHHOro
unn pasosoro goctyna Cybvektos MAH Ha TeppuTOpUIO
ObuiectBa (B uensx noceuieHns Tepputopum Obuiectsa
WMAM  BO3MOXHOCTM 3abupaTb YyyeHWKa O HAHEW,
BoauTenei u ap.);

—  npoBeAeHWe MeponpuaTUin Ha TeppuTopUM
WKobl, obopmaeHMe BM3 AN Bbe3da rocTel B CTPaHy,
6POHMPOBaAHNE TOCTUHUL, U MOKyMNKa aBMabunetos ans
rocren.

OcHoBaHuaMK ana obpaboTtkm NAH CybbekToB
MNAH O6wecTBa, B TOM YNCNE, ABNAIOTCA:

—  TpaxpaHcKui KoaeKc Poccuiickon
depepaunu;

—  Hanorosbiit KoAdeKc Poccuiickoi
depepaunu;

—  Tpyamosoi kogeKkc Poccuinckoit Peaepaumm;

—  ®epepanbHbli 3aKOH Poccuiickomn
Pepepaummn ot 27 wuona 2006 r. Ne 149-03 «06

MHbOopMaLUKN, NHOOPMALMOHHBIX TEXHONOTUAX U 3aLuTe
MHbOopMaLLUNY;

—  ®depgepanbHbii 3aKOH Poccuiickom
depepaummn ot 27 wuwona 2006 r. Ne 152-03 «O
nepcoHanbHbIX AaHHbIX» (ganee — ®3 «O nepcoHanbHbIX
OaHHbIX»);

—  ®epepanbHblii 3aKkoH oT 1 anpena 1996 r. Ne
27-03 «06 nHAMBMAYaNbHOM (NepcoHUPULMPOBAHHOM)
yyeTe B  cucteme  06A3aTeNbHOr0O  MEHCMOHHOIO
CTpPaxoBaHUA»;

- depepanbHbit 3akoH ot 18.07.2011r. Ne
223-93 «O 3aKynkax ToBapoB, paboT, ycayr oTaenbHbIMU
BMAAMMU IOPULUYECKNX NNLLY;

- depepanbHblit 3aKoH 0T 29.12.2006 No 255-
®3 «06 06s3aTeNbHOM COLMANbHOM CTPAXOBAaHUM Ha
CNy4ait BPEeMEHHOW HeTPy[OoCnoCOBHOCTM U B CBA3U C
MaTEPUHCTBOMY;

—  ®@epepanbHbii 3akoH oT 06.12.2011r. Ne
402-d3 «O 6yxranTepckom yyertey;

—  ®epepanbHbiii 3aKOH OoT 29.12.2012 r. Ne
273-93 «06 obpasosaHuu B Poccuiickon Peaepaumm»

- lNocTtaHoBNeHWe MNpaBuTtenbcrea
Poccuitickon Pepepaumnm ot 15 ceHTabpsa 2008 r. Ne 687
«06 yTBepaeHun  MNonoxeHna 06  ocobeHHoCTAX

06paboTKM NepcoHanbHbIX AaHHbIX, OCYLLECTBAEeMON be3
MCNONb30BaHMA CPEACTB aBTOMATMU3ALUMNY;

- MNocTaHoBNeHMe MpasuTenbcTBa
Poccuitickon depepaumm ot 01 Hosbpa 2012 r. Ne 1119
«06 yTBEpPKAEHUN TPEOOBAHMI K 3aLuUTE NepCcOoHaNbHbIX
AaHHbIX MPK UX 06paboTKe B UHPOPMALMOHHBIX CUCTEMAX

nepcoHanbHbIX AaHHbIX» (nanee — [locTtaHoBAeHUE
Ne 1119-nNN);

—  YcraB Obuecrsa.

B Obuwectse ocyuecTsaseTca

ABTOMaTM3MpPOBaAHHasA obpaboTka MNAH n O6paboTka MNAH
6e3 MCNonb30BaHMA CpPeacTB aBTOMATM3aUUKM  NyTem
cbopa, 3anmcK, CUCTEMATM3ALLMM, HAKOMNIEHUSA, XPaHEHUSA,
yTOYHeHMA (0BHOBNEHMA, W3MEHEHUs), W3BAeYeHusn,



providing, access), blocking, deleting, destroying Personal
Data

The Company in its activities proceeds from the
fact that, when interacting with the Company, the Personal
Data Subject provides accurate and reliable information
about his/her Personal Data, and also promptly notifies the
Company about changes in his/her Personal Data.

5. CATEGORIES OF PERSONAL DATA AND PERSONAL
DATA SUBIJECTS

The Company processes Personal Data of the
following categories of Personal Data Subjects:

- employees;

- the child's parents or guardians;

- children (students);

- job seekers;

— counterparties - individuals;

- accompanying children;

- guests (visitors, invited persons)

In accordance with the provisions of Resolution
No. 1119-PP, the Company processes the following
categories of Personal Data without using automation
tools and using automation tools:

- other categories of Personal Data -
Personal Data, not assigned to the categories:
special, biometric and publicly available Personal
Data.

- special categories of Personal Data -
Personal Data related to race, nationality, political
views, religious or philosophical beliefs, health
status, intimate life.

The complete list of personal data and categories
of personal data subjects is approved by the "List of
processed Personal Data ".

6. TERMS AND CONDITIONS OF PERSONAL DATA
PROCESSING AND TERMS OF PERSONAL DATA
TRANSFER TO THIRD PARTIES

The Company processes Personal Data of Personal
Data Subjects in accordance with the local regulations of
the Company, developed in accordance with the
requirements of the legislation of the Russian Federation
in the field of Personal Data Protection.

Personal Data processing in the Company is
allowed in the following cases:

- Personal Data processing is carried out
with the consent of the Personal Data Subjectto the
processing of his/her Personal Data;

- Personal Data processing is necessary
for the administration of justice, the execution of a judicial
act, an act of another body or official, subject to execution
in accordance with the legislation of the Russian
Federation;

MCNo/1Ib30BaHMA, nepegayun (npenoctaBneHus,
npeaocTaBieHns, AocTyna), 6/10KMPOBaHUA, yAaNeHus,
yHu4TOoXKeHua MNAax.

O6uwecTBo B CBOEW AEATENBHOCTU UCXOOUT U3
TOro, 4To nNpu B3ammogencTaumn ¢ Obwectsom CybbeKkT
nAaH npegocrasnset TOYHYIO 7] LOCTOBEpPHYIO
nHbopmaumio, o ceomx MMOH, a TaKKe CBOEBPEMEHHO
n3ewaet Obuwectso 06 UsmeHeHUn ceounx MNAH.

5. KATEropun naH v CYbbEKTOB NAH

ObuwectBo obpabaTtbiBaeT
KaTeropuit Cyb6bektos MAH:

NAH  cneayrowmx
—  COTPYAHUKY;

—  poauTenu pebeHKa UM OneKyHbl;

—  petu (y4eHukn);

—  coucKaTe/siM BaKaHCUiA;

—  KOHTpareHTbl — ¢pM3MYECKME N1L3;

—  conpoBoXAalowme aeteun;

—  roctu (nocetTutenu, NnpurnalleHHble anua).

B cooTBeTcTBMM C NONOKEeHUAMU MOCTaHOBAEHUSA
Ne 1119-NN B O6wectBe obpabaTtbiBatoTCcA creayowme

KaTteropumu NAH 6e3 MCNO/Ib30BaHUA cpeacTs
aBTOMaTM3auuMM UM C  UCNONAb30BaHMEM  CpeacTs
aBTOMaTM3auUUm:

- WHble Kateropuu [MAH — T114H, He
OTHECeHHble K KaTeropmam: cneymanbHble,

brnomeTpuyeckme n obweaoctynHble MAH.

- cneunanbHble Kateropun MAH — MA4RH,
Kacalowueca pacoBoi, HaLMOHANbHOW NPUHAONEKHOCTH,
NOSIMTUYECKUX B3TNAL0B, PEIUTMO3HbIX AU GUNOCODCKMX
ybexaeHWI, COCTOAHNA 340P0BbA, MHTUMHOW KU3HU.

MonHbI nepeyeHb MNAH M KaTeropun cybbeKTOB
NOH yteBepxaaetca «lepeyHem obpabaTbiBaembix
NepCcoHaNbHbIX JAHHbIX».

6. YCNOBMA OBPABOTKM NAH CYBbEKTOB NAH U
YCN10BUA NEPEAAYU NAH TPETbUM JTULIAM

Obuwectso obpabatbiBaeT MNAH CybbekTos MNH B
COOTBETCTBUM C JNIOKANbHbIMU HOPMATMBHBIMU aKTaMu
ObuwiectBa, paspaboTaHHbIMM B  COOTBETCTBUM C
TpeboBaHUAMMU 3aKOHO4ATENbCTBA Poccuiickom
depepaumm B obnactu MAH.

ObpaboTka NAH B ObWecTBe AOMycKaeTca B
cneayloWwmx cayyanx:

- ObpaboTka MAH ocywecTsasetTca ¢
cornacusa CybvekTa MNH Ha 06paboTky ero MNAH;
- ObpaboTka MNAH Heobxoguma Aans

OCYLLECTBAEHUS MpaBoCyAuA, WCMOAHeHUsA cyaebHoro
aKTa, aKTa Apyroro opraHa WAM AO/KHOCTHOTO NMua,
nogfesKawmx  WCMNOJIHEHWIO B COOTBETCTBMM  C
3aKoHoAaTenbCTBOM Poccuitickoit deaepaumu;



— Personal Data processing is necessary for
the execution of an agreement to which the Personal Data
Subject is either a party or a beneficiary or a guarantor, as
well as for concluding an agreement on the initiative of the
Personal Data Subject;

- Personal Data processing is carried out
for statistical or other research purposes, except for the
cases established in Art. 15 of the Federal Law "On
Personal Data", subject to the mandatory
depersonalization of personal data;

- Processing of Personal Data received
from open sources, placed in them by the Personal Data
Subject or at his/her request;

- Processing of personal data subject to
publication or mandatory disclosure in accordance with
federal law.

Unless otherwise provided by federal law, the
Company has the right to entrust the processing of
Personal Data to another person on the basis of an
agreement concluded with this person, subject to the
consent of the Personal Data Subject. The person
processing Personal Data on behalf of the Company is
obliged to comply with the principles and rules for Personal
Data processing provided for by the Federal Law "On
Personal Data".

The order to a third party specifies the purposes
of processing and a list of actions (operations) with
Personal Data that can be performed by this person,
establishes his obligations to ensure the Confidentiality of
Personal Data and Security of Personal Data during their
processing, as well as requirements for the protection of
processed Personal Data in accordance with the Federal
Law "On personal data ".

The Company makes a cross-border (to the
territory of a foreign state, to a foreign state authority, a
foreign individual or a foreign legal entity) transfer of
Personal Data without the written consent of the Personal
Data Subject, when the legislation of a foreign state
provides adequate protection of Personal Data (the list of
countries is approved by Roskomnadzor).

In the event that the legislation of a foreign state
does not provide adequate protection of Personal Data,
the cross-border transfer of Personal Data is carried out by
the Company with the written consent of the Personal
Data Subject in the form approved by the Order of the
Company's Director.

The Company does not make decisions that give
rise to legal consequences in relation to Personal Data
Subjects or otherwise affect their rights and legitimate
interests, based solely on Automated Personal Data
processing, except in the case of a written consent of the
Personal Data Subject or in cases stipulated by federal laws
that also establish measures to ensure the observance of
the rights and legitimate interests of the Personal Data
Subject.

—  O6paboTKa NAoH  Heobxoguma  anAa
WCNOJIHEHMA  [OOrOBOpPa, CTOPOHOM KOTOporo /mnbo
Bblrogonpuobperatenem WAN MNopyynuTenem, SABAAETCA
CybbekT MAOH, a TakXke A4 3aK/1OYEeHUA AoroBopa no
nHuumnatnee Cybbekta NAH;

— O6bpabotka NAOH  ocywecTBidAeTca B
CTAaTUCTUYECKUX UM UHBIX UCCIe0BaTeNbCKUX Lensx, 3a
MUCK/IOYEHNEM CNly4aeB, YCTAHOBJ/IEHHbIX B CcT. 15 @3
«O nepcoHabHbIX AaHHbIX», MPU YCN0BMM 065A3aTeNbHOTO
obesnnumsanua NAHx;

—  ocyuwecTtBaseTca O6paboTka NAaH,
NOJIy4eHHbIX U3 OTKPbITbIX UCTOYHUKOB, PAa3MELLEHHbIX B
Hux CybbekTom MAH "nbo no ero npocbbe;

—  O6paboTKa naw, noanexawmx
onybnnKoBaHMo UMAM  06A3aTeNbHOMY PACKPbLITUIO B
COOTBETCTBUM C defepasbHbIM 3aKOHOM.

Ecam vHoe He npeaycmoTpeHo depepanbHbIM
3akoHom, O6uiecTBo BnpaBe nopy4ntb obpabotky MAH
APYromy Anuuy, Ha OCHOBAaHWWM 3aK/OYAaEMOrO C 3TUM
NMLOM [0roBopa, NpW YCAOBUW HANMumMa cornacua
CybbekTa NAH. /Inuo, ocyuectenawliee obpabotky MAH
no nopy4eHuto Obuectsa, 06a3aHo cob0AaTb MPUHLMUMDI
M npasuna obpabotkn [MAH, npeaycmoTpeHHble &3
«O nepcoHanbHbIX AAHHbIX».

B nopyyeHun TpeTbemy NnNLY YKa3bIBAOTCA Lenu
06paboTKM U nepedyeHb AeictBuii (onepaumit) ¢ MNOH,
KOTOpble MOryT OblTb COBeEpLUEHbl AaHHbIM  JIMLLOM,
yCTaHaBnuBaeTcA ero obasaHHoCcTM no obecneyeHuto
KoHpuaeHumansHoctn NAH n BesonacHoctv MAH npu nx
obpaboTKke, a TakkKe TpeboBaHMA K  3aluTe
obpabatbiBaembix MAH B cootBetctBMM ¢ D3 «O
NepCcoHaNbHbIX AAHHbIX».

O6wecTBO NPOU3BOAUT TPAHCTPAHUYHYIO (Ha
TEeppUTOPMI0O MHOCTPAHHOIO rOCYyAapcTBa, OpraHy BAACTU
MHOCTPAHHOIO rocyZapcTBa, MHOCTPAHHOMY dU3MYECKoMy
MY UM MHOCTPAHHOMY OpUANYECKOMY NINLY) Nepesayy
NAH 6e3 nucbmeHHoro cornacua CybbekTa MAH, Koraa
3aKOHOAATENbCTBO WMHOCTPAHHOIO rocynapcraa
obecneunBaeTt agekBaTHyto 3awmTy MAH (nepeyeHb cTpaH
yTBEpKAeH PocKoMHaa30pom).

B cnyyae, Koraa 3aKOHOAATeNbCTBO
WMHOCTPaHHOrO rocygapcTea He obecrneymBaeT afleKBaTHYIO
3almTy NAH  TpaHcrpaHuyHan nepegava nAaH

ocywecTtBnaetca O6WECTBOM C MUCbMEHHOTO COrNacusA
Cybbekta MAH no dopme, yTBEpXKAEHHOW [lpukasom
OupekTopa ObuwecTsa.

ObuwecTBOM  He  MPUHUMMAKOTCA  peLleHus,
nopogatoLme opunamyeckme nocneacTsmA B OTHOWEHUN
CybbekTtoB MAH nan MHbIM 06pa3om 3aTparnsaolLme UX
npaBa M  3aKOHHble  MHTEpecbl, Ha  OCHOBAHWMU
UCK/IOYNTEIbHO ABTOMATM3MpPOBaHHOM 06paboTtku MAH,
3a MCKNIOYEHMEM CNyYaa HAIMUMA COTNACKA B MUCbMEHHOM
¢bopme CybbekTa MNOH Man B cayvanx, NpesycCMOTPEHHbIX
depepanbHbIMM 3aKOHAMM, YCTAHAB/IMBAKOWMMU TaKXKe
Mepbl No obecneyeHno cobAOAEHUA NPaB M 3aKOHHbIX
uHTepecos CybbekTta MAH.



The Company stops processing personal data in
the following cases:

— upon detection of illegal Personal Data
processing carried out by the Company or by a person
acting on behalf of the Company. The Company, within a
period not exceeding three working days from the date of
such identification, terminates the illegal Personal Data
processing or ensures the termination of the illegal
Personal Data processing by a person acting on behalf of
the Company, and eliminates the violations. If it is
impossible to eliminate the violations committed, the
Company shall destroy the Personal Data or ensure its
destruction within a period not exceeding ten working days
from the date of unlawfulness of actions with Personal
Data. The Company notifies the Personal Data Subject or
his representative about the elimination of violations or
the destruction of Personal Data, and if an appeal or
request was sent to the authorised body for the protection
of the rights of Personal Data Subjects, this authorised
body as well;

— upon reaching the goal of Personal Data
processing, the Company stops Personal Data processing
or ensures its termination (if Personal Data processing is
carried out by another person acting on behalf of the
Company) and destroys Personal Data or ensures their
destruction (if Personal Data processing is carried out by
another person acting on behalf of the Company) within a
period not exceeding thirty days from the date of achieving
the goal of Personal Data processing, unless otherwise
provided by the agreement to which the Personal Data
Subject is a party, beneficiary or guarantor, by another
agreement between the Company and the Personal Data
Subject, or if the Company is not entitled to carry out
Personal Data processing without the consent of the
Personal Data Subject on the grounds, provided for by the
Federal Law "On Personal Data" or other federal laws.

- if the Personal Data Subject revokes the
consent to the processing of their Personal Data, the
Company stops Personal Data processing or ensures its
termination (if Personal Data processing is carried out by
another person acting on behalf of the Company) and if the
storage of Personal Data is no longer required for the
purposes of Personal Data processing, destroys Personal
Data or provides their destruction (if Personal Data
processing is carried out by another person acting on
behalf of the Company) within a period not exceeding
thirty days from the date of receipt of the said revocation,
unless otherwise provided by the agreement, the party to
which, the beneficiary or guarantor of which is the
Personal Data Subject, another agreement between the
Company and the Personal Data Subject, or if the Company
is not entitled to carry out Personal Data processing
without the consent of the Personal Data Subject on the
grounds provided for by the Federal Law "On Personal
Data" or other federal laws.

If there is no possibility of Personal Data
destruction within the period specified in this section, the
Company blocks such Personal Data or ensures their

ObuwecTtBo
CNeayoLmX cyyanx:

npekpawaetr obpabotky MOH B

—  npwu BbIAB/EHUN HenpaBoOMepHOW
ObpaboTkn NAH, ocyuwectBnsemon Obuectsom wau
NMLOM, [eicTBylowMM No  nopydyeHuto  ObuwiecTsa.
O6LWw,ecTBO B CPOK, HE NPEBbIWAIOLLMIA TPEX Pabounx aHeNn
C AaTbl TAKOTO BbIAIBIEHUA, NPEKPaLLAET HENPABOMEPHYHO
ObpaboTtky MOH wan obecneunBaeT npekpaleHue
HenpasomepHoit O6paboTkm MNAH AMLOM, AEeNCTBYOWUM
no nopy4yeHuto O6LWLECTBA, WM YCTPAHAET AONYLEHHble
HapyweHua. B cny4yae HEBO3MOXKHOCTM YCTPaHEHWA
OOMNYLWEHHbIX HapyweHuit Ob6uwectBo B CPOK, He
npeBblWaOWnn AecaTn pabounx gHew ¢ AaTbl BbIABNEHUA
HenpaBomepHocTu aeictenit ¢ NMAH, yHuuToxkaet NOH nam
obecneunmBaer WX yHUUYTOXeHWe. 06  ycTpaHeHuuU
OOMNYLLEHHbIX HApyweHuin uam o6 yHuutoxeHun MNAH
ObuwectBo yBegomnsetr Cybbekta [MAH wam  ero
npeacTaBuTens, a B Cayyae, eciv obpalleHne uam 3anpoc
6b11M HanpaBAeHbl B YNIONHOMOYEHHbI OpraH no 3awuTe
npas CybbekToB lNH, TakKe 3TOT opraH;

—  npu poctukeHun uenm O6pabotkm MAOH
ObwectBo  npekpawaetr 06pabotky  NAH nnm
obecneunBaeT ee npekpauweHue (ecnm Ob6pabotka MAH
OCyWecTBAAETCA APYFMM  JIMUOM, AEUCTBYIOWMM MO
nopydyeHuto 0O6uwectsa) W  yHWuTOXKaeT [MAH umau
obecneuynBaeT ux yHuuToXKeHue (ecnm O6pabotka MAH
OCyLLEeCcTBAAETCA APYFMM  JIMUOM, AEUCTBYIOWMM NO
nopydyeHuto 0O6uwecTBa) B CPOK, He NpeBblAOWMI
TPMAUATU AHeW C AaTbl AOCTUMXEHMA uenm O6paboTku
NOH, ecAM WHoe He nNpesyCMOTPEHO A0roBOPOM,
CTOPOHOWM  KOTOpOro, Bblrogonpuobperatenem  Uan
nopyuntenem no Kotopomy asnsetcs CyobekT MNOH, MHbIM
cornaweHnem mexay Obuiectsom n Cybbektom MNAH nnMbo
ecnn O6LecTBo He Bnpase ocyllecTsnaTb O6paboTky MAH
6es cornacua Cybbekta [MAH Ha  OCHOBaHUSX,
npeaycmoTpeHHbix @3 «O nepcoHasbHbIX AAHHbLIX» WUAK
apyrumu depepanbHbIMK 3aKOHAMM.

- npu ot3biBe Cybbektom MNAH cornacua Ha
0bpaboTky cBoux MAH ObuiecTBo NpekpaliaeT 06paboTKy
NOH wam  obecneunBaeT ee nNpekpalieHue (ecam
ObpaboTka [MAH ocywecTBaseTcA APYrUM  NMLLOM,
AelncTByoWMM no nopyyeHuto ObwecTsa) 1 B cnyyae, ecam
coxpaHeHne TMAH 6onee He Tpebyetca ana uenen
O6paboTku MAH, yHUuTOoXKaeT MNAH nan obecnedymBaeT nx
yHuuTOKeHune (ecnm O6pabotka MAH ocyuiecTeaseTca
APYrMM NIMLOM, SeVCTBYIOLLMM Mo nopyyeHuto ObuiecTsa)
B CPOK, He MpeBblWalowmii TpuauatM AHel ¢ Aathbl
NMOCTYN/IEHNA YKa3aHHOrO OT3blBa, €CIM WHOe He
npesycMOTPEHO  [OrOBOPOM,  CTOPOHOM  KOTOPOTro,
BbIrogonpuobpeTaTesieM uan nopyymtenem no KOTopomy
agnaetca CyobekT [[H, WHbIM COrfalleHnem MexKay
Obuwectsom n Cybbektom MNAH nMbo ecnn ObuwecTBo He
Brpase ocyuwectBnaTb O6paboTtky MAH 6e3 cornacua
CybbekTa MNH Ha OCHOBaHUAX, NpeaycMoTpeHHbIx ®3 «O
NepCoHaNbHbIX AAHHbLIX» WMAW ApyrMmu deaepanbHbIMU
3aKOHamu.

B cnyyae oTcyTCTBMA BO3MOXKHOCTM YHUUTOXKEHUA
MNAH B Te4eHWe CPOKa, YKa3aHHOro B HacToALWem pasaene,
ObuwecTBo ocywecTsafaeT 6J10kMpoBaHne Takux MNAH nam



blocking (if Personal Data processing is carried out by
another person acting on behalf of the Company) and
ensures the destruction of Personal Data within a period of
not more than six months, if another term is not
established by federal laws.
7. CONSENT TO PERSONAL DATA PROCESSING

The receipt and personal data processing in cases
provided for by the Federal Law "On Personal Data" is
carried out by the Company with the consent of the
Personal Data Subject. Consent to Personal Data
processing may be given by the Personal Data Subject or
his representative in any form that allows confirming the
fact of its receipt, unless otherwise provided by federal
law. In case of obtaining consent to Personal Data
processing from a representative of the Personal Data
Subject, the authority of this representative to give
consent on behalf of the Personal Data Subject is checked
by the Company.

In the cases provided for by the Federal Law "On
Personal Data", Personal Data processing is carried out by
the Company only with the written consent of the Personal
Data Subject. Consent in the form of an electronic
document signed with an electronic signature in
accordance with Federal Law No. 63-FZ of 06.04.2011 "On
Electronic Signature" is recognized as equivalent to a
written consent on paper containing a personal signature
of a Personal Data Subject.

The written consent of the Personal Data Subject
must include:

- last name, first name, patronymic,
address of the Personal Data Subject, number of the main
document proving his identity, information on the date of
issue of the specified document and the issuing authority;
surname, first name, patronymic,
address of the representative of the Personal Data Subject,
the number of the main document proving his identity,
information on the date of issue of the specified document
and the issuing authority, details of the power of attorney
or other document confirming the authority of this
representative (upon receipt of consent from the
representative of the Personal Data Subject) ;
name and address of the Company;
the purpose of Personal Data processing;
a list of Personal Data, for the processing
of which the consent of the Personal Data Subject is given;
name or surname, first name,
patronymic and address of the person performing the
Personal Data processing on behalf of the Company, if the
Personal Data processing is entrusted to such a person;
a list of actions with Personal Data, for
the performance of which consent is given, a general
description of the methods of processing Personal Data
used by the Company;
the period during which the consent is
valid, as well as the method of its withdrawal, unless
otherwise provided by federal law;
signature of the Personal Data Subject.
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obecneunBaer ux 6a10knpoBaHue (ecam Ob6paboTtka MAH
OCYLLEeCTBAAETCA APYTUM  JIMLOM, AeWACTBYIOWMM O
nopyyeHuto ObuiectBa) MU obecneynBaeT YHUUTOXKEHUE
MNOH B CPOK He Bosiee Yem LWECTb MECALLEB, EC/TM MHOW CPOK
He ycTaHoBAeH peaepanbHbIMU 3aKOHAMMU.

7. COrNACHE HA OBPABOTKY NAH

MonyyeHne wu O6pabotka MAH B cayyasx,
npegaycmoTtpeHHbix ®3 «O nepcoHasbHbIX AAHHbIXY,
ocyuiectensietca Obwecrtsom c cornacus Cybbekta MOH.
Cornacue Ha O6paboTtky [MOH MoXKeT 6biTb AaHO
Cybbektom MNAH wAM ero npeacrasuTenem B nwobol
Nno3BoNALWEN NOATBEPAUTL GAKT ero noaydyeHua dopme,
€C/IN UHOoEe He yCcTaHoBNeHO depepasbHbIM 3aKOHOM. B
cnydae nosiyyeHua cornacus Ha O6paboTtky MAH oT
npeactasutens Cybbekta [AH MNOJHOMOYMA AAHHOTO
npeacTaBuTeNA Ha Aady cornacusa ot umeHun CybvekTa MAH
nposepstoTca ObwecTsom.

B  cayvasax, npeaycMOTPEHHbIX «0
nepcoHasbHbIX OaHHbIXY, O6paboTKa nax
ocywecTtensaetca O6LWeCTBOM TONAbKO C coOrnacus B
nucbmeHHon ¢opme Cybbekta [MAH. PaBHO3HAYHbIM
cogepxkallemy cobCcTBeHHOpyYHyto noanuch CybbeKkTa
NOH cornacuto B NUCbMeHHOU ¢dopme Ha BymarkKHOM
HocuTene NpusHaeTca cornacve B GoOpmMe 3/1eKTPOHHOro
AOKYMEHTA, NOAMNUCAaHHOrO 3NEeKTPOHHOW MNOAMUCbIO B
cooTBeTCcTBUM ¢ deaepanbHbim 3aKkoHOM oT 06.04.2011 Ne
63-93 «0O6 3neKTPOoHHOM NoanNuUcK».

®3

MucbmeHHoe cornacne Cybbekta MAH A0MKHO
BKKOYATb:

dbammnnio, nms, otyectso, agpec CybbeKkTa
MNAH, HOMep OCHOBHOrO AOKYMEHTa, YAO0CTOBepAloLWwero
ero NIMYHOCTb, CBeAeHMA O paaTe BblAAYM YKa3aHHOro
OOKYMEHTA 1 BblAaBLUEM ero opraHe;

damuautio, nums, 0TYecTBo, agpec
npeactasutens Cybbekta [H, HOMEP OCHOBHOrO
OOKYMEHTA, YA0CTOBEPAIOLLErO €ro IMYHOCTb, CBeAEeHMA O
JaTe BblAayM YKa3aHHOTO AOKYMEHTa W BblgaBllemM ero
OopraHe, peKBU3nNTbl 4OBEPEHHOCTU MW MHOTO AOKYMEHTA,
NOATBEP}KAAIOLWErO MOJHOMOYMUA 3TOrO NpeacTaBuTenNa
(npu nonyyeHmun cornacua oT npeactaButensa CybbekTa

NAan);

HaumeHoBaHuWe 1 agpec ObLiecTBa;

uenb obpabotkm NAH;

nepedeHb MOH, Ha 06pPaboOTKy KOTOPbIX
naetca cornacne CybbekTa MNAH;

HaumMeHoBaHMe UAM  daMuauIo,  UMS,
OTYECTBO W agpec /nua, ocylecTeasowero obpaboTky
NAH no nopyyeHunio ObuiectBa, ecan O6paboTka MAH
nopy4yeHa Takomy /iMLy;

nepeyeHb aevicteuii ¢ MAH, Ha coBeplieHne
KOTOpbIX  JdaeTcA  cornacue,  oblwee  onucaHue
ncnonbsyembix O6LwecTtBom cnocobos 06paboTku MAH;
CPOK, B TeyeHWe KOToporo paeuncreyeT
cornacve, a TaKe crnocob ero oT3biBa, €CIM UHOE He
yCTaHOB/eHO deaepasibHbIM 3aKOHOM;

nognuce CybbekTta MAH.



The Personal Data Subject gives the Company
consent to the Personal Data processing freely, of his(her)
own free will and in his(her) own interest. The consent to
Personal Data processing may be revoked by the Personal
Data Subject by sending a written application in free form
to the Company. In this case, the Company undertakes to
stop processing, as well as to destroy all the personal data
available in the Company within the time limits established
by the Federal Law “On Personal Data”.

The transfer of Personal Data to third parties is
carried out by the Company with the consent of the
Personal Data Subject in accordance with the
requirements of the legislation of the Russian Federation.

If it is necessary to receive Personal Data by e-mail
in order to make a decision on the employment of a
candidate, an e-mail containing a request for obtaining
Personal Data should contain a message with the following
content: “By replying to this letter within three days, you
thus confirm your consent to the processing your personal
data indicated in the resume. Otherwise, your data will be
destroyed within 30 days and your candidacy as an
applicant for a vacancy will not be considered. "

8. RIGHTS OF THE PERSONAL DATA SUBIJECTS

- To ensure compliance with the rights of
Personal Data Subjects established by law, the Company
has developed and introduced a procedure for working
with applications and requests from Personal Data
Subjects, as well as the procedure for providing Personal
Data Subjects with information established by the
legislation of the Russian Federation in the field of Personal
Data Protection.

- The Personal Data Subject or his/her
legal representative has the right to receive information
regarding the Personal Data processing, including
containing:

- confirmation of the fact of Personal Data
processing by the Company;

- legal grounds and purposes of Personal
Data processing;

purposes and methods
processing used by the Company;

of Personal Data

- the name and location of the Company, information
about persons (except for Employees of the Company) who
have access to PD or to whom PD can be disclosed on the
basis of an agreement with the Company or on the basis of
a federal law;

- processed Personal Data related to the relevant
Personal Data Subject, the source of their receipt, unless
another procedure for submitting such data is provided for
by federal law;

- terms of Personal Data processing, including the
terms of their storage;

Cybbekt NMAH paet O6wecTBy cornacue Ha
ObpaboTky MAOH cBobOAHO, NO CBOElM BOJE M B CBOEM
nHTepece. Cornacue Ha 06paboTky MNAH MoXKeT ObITb
oto3BaHo Cybvektom T[[H nyTem HanpasneHUA B
O6wwecTBO NMCbMEHHOTO 3aABieHnA B cBoboaHoOM dopme.
B atom cnyvyae ObuwectBo o06A3yeTcA npekpaTuTb
06paboTKy, a TaKXe YHMUYTOXWUTb BCE MMelolMeca B
Obwectee MNAH B CPOKKM, ycTaHoBAeHHble ®3 «O
nepCcoHanbHbIX AaHHbIXY.

MNepepaya NAH TpeTbMM ANLAM OCYLLECTBAAETCA
ObuwectBom c cornacusa Cybbekta MOH B COOTBETCTBUM C
TpeboBaHWAMMK 3aKOHOAATENbCTBA Poccuiickomn
depepaunu.

B cnydae HeobxogmMmoctu nonydenus MAH no
SNEKTPOHHOW nouyTe B LUENAX MNPUHATUA peLlleHna o
TPYAOYCTPOMCTBE KaHAMAATa, B 3NEKTPOHHOM NUCbMe,
cofep:Kaliem 3anpoc Ha nonyvyenve [[H, [OMKHO
copepKaTbCa COObLLEeHNE CleayloLWero CcoaepaHusa:
«OTBEYanA Ha JaHHOEe MUCbMO B TPEXAHEBHbLIN CPOK, Bbl,
TakMm 06pa3om, noaTeeprKaaeTe cornacue Ha 06paboTry
CBOMX MEPCOHANbHbIX AAHHbIX, YKa3aHHbIX B pe3tome. B
MHOM cnyyae, Bawwn paHHble ByayT yHUYTOXeHbl B 30-
OHEeBHbIM CPOK M Bawa KaHauMaaTypa B KayecTse
COMCKaTeNs Ha 3aMeLleHMe BaKaHCMKM PAacCMaTPUBaTbLCA He
bynet.»

8. [NPABA CYBbEKTOB NaH

[Ona obecneyeHnsa cobNofeHUs YCTaHOBAEHHbIX
3aKoHogaTenbcTBom npae CybbekTos MAH, B ObwecTse
pa3paboTaH 1 BBeAEH NOpPAJOK paboTbl C 06paLLeHNAMN U
3anpocamn CybbektoB T[[H, a TakXe nopAgokK
npegoctasneHma  Cybbektam  MAOH  uHbOpmauuu,
YCTaHOB/IEHHO 3aKoHoAaTenbctBoM PO B o6nactm MAH.

CybbekT MAH MK ero 3aKOHHbIM NpeacTaBuUTeNb
MMeeT NpaBo Ha nonydyeHue nHdopmMauum, Kacatowelncs
O6paboTku MN[H, B TOM Ync/ie coaepKalen:

—  noaveepxaeHue d¢akta O6pabotku MNAH
Obuwectsom;

—  npaBoBble OCHOBaHWA U uUenn O6paboTkm
NnAw;

—  uenuunpumeHsiemble O6LEeCcTBOM Cnocobbl
obpabotkm NAH;

—  HauMmeHOBaHue " MeCTOHaxoXgeHue
ObuwecTBa, cBegeHMAa O AMLAX (32 MCKNIOYEHWEM
PaboTHMKoB ObulecTBa), KoTopble UMetoT goctyn K MAH
WM KOTOPbIM MOTYT 6bITb packpbIThl MAH Ha OCHOBaHUK
Aorosopa ¢ O6LecTBOM UM Ha OCHOBaHUK deepanbHoro
3aKOH3;

—  obpabatbiBaemble [[H, oOTHOcAWMecA K
cootseTcTBytowemy Cyobekty [OH, WCTOYHMK KX
NoJlyYeHns, eciM MHON MOPAAOK NPeACTaBNeHUs TaKUX
[JaHHbIX He NpeaycMoTpeH delepasbHbIM 3aKOHOM;

—  CPOKu 06paboTku MNAH, B TOM YMCae CPOKMU
NX XpaHeHUs;
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the procedure for the exercise by the Personal Data
Subject of the rights provided for by the Federal Law "On
Personal Data";

information on the carried out or on the proposed
cross-border transfer of Personal Data;

name or surname, first name, patronymic and
address of the person performing Personal Data processing
on behalf of the Company, if the processing is entrusted or
will be entrusted to such a person;

other information provided for by the Federal Law "On
Personal Data" or other federal laws in the field of personal
data.

The Company provides the specified information
when contacting or on the basis of an appropriate written
request of the Personal Data Subject or his/her
representative, containing: the number of the main
identity document of the Personal Data Subject or his/her
representative, information on the date of issue of the said
document and the issuing authority, information
confirming the participation of the Personal Data Subject
in relations with the Company (contract number, date of
conclusion of the contract, conventional verbal
designation and (or) other information), or information
otherwise confirming the fact of Personal Data processing
by the Company, signature of the Personal Data Subject or
his representative.

The Personal Data Subject has the right to
demand that the Company clarify his Personal Data, block
or destroy it if Personal Data is incomplete, outdated,
inaccurate, illegally obtained or is not necessary for the
stated purpose of Personal Data processing, as well as to
take measures provided for by the legislation of the
Russian Federation in the field of Personal Data protection
of their rights.

To exercise and protect their rights and legitimate
interests in terms of ensuring the legality of Personal Data
processing and ensuring Personal Data Security, the
Personal Data Subject has the right to contact the
Company.

If the Personal Data Subject believes that the
Company carries out Personal Data processing in violation
of the requirements of the Federal Law "On Personal Data"
or otherwise violates his/her rights and freedoms, the
Personal Data Subject has the right to appeal against the
actions or inaction of the Company to the Authorized Body
for the Protection of the Rights of Personal Data Subjects
orin court.

The right of the Personal Data Subject to access
his/her Personal Data may be limited in accordance with
federal laws, including if the Personal Data Subject's access
to his/her Personal Data violates the rights and legitimate
interests of third parties.
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nopsafoKk ocyuwecteneHns Cybovektom MNAH
npas, NpeaycmoTpeHHbix ®3 «O nepcoHaNnbHbIX AaHHbIX»;
MHbopMmaLmio 06 OCyL,ecTBNIEHHON WU O
npeanosaraemon TpaHcrpaHuyHol nepegave MAH;
HaumeHoBaHMe uAM  daMuauIo, UM,
OTYEeCTBO M agpec /vua, ocylwecteastowero O6paboTKy
NAH no nopyyeHuto ObuecTsa, eciv 06paboTka NnopyyeHa
WAn byaeT nopyvyeHa Takomy nunLy;

WHble CBeAeHUsn, npesycMoTpeHHble d3 «O
NepCcoHanbHbIX AAHHbLIX» WUAWM ApyrMmu denepanbHbiMm
3akoHamu B obnactu MNAH.

ObuwecTBo npegocrasnset YKasaHHyto
MHbopMmaLMIO MNpu  O6paLLEHMM WMAM HA OCHOBAHWUU
COOTBETCTBYIOLLErO NMCbMeEHHOrO 3anpoca CybbvekTta MAH
VAW ero NnpeacTaBUTeNs, CoaeprKallero: Homep OCHOBHOTO
[OKYMEHTa, yaocToBepstowero AMyHoctb Cybvekta MAH
WAW ero npeacTaBUTeNsa, CBeAEHWA O JaTe Bblgauu
YKa3aHHOro [JOKyMeHTa M BblJaBLIEM €ro OpraHe,
cBefleHuA, noaTeepxaatolme ydactue Cybbekta NAH B
oTHOwWweHuAx ¢ ObwectBom (Homep porosopa, AaTta
3aK/0YeHUA [0roBopa, ycnoBHoe CNnoBecHoe
ob03HayeHMe U (Mnn) UHble cBeaeHus), MMbo ceeaeHus,
MHbIM 06pa3om noaTeepkaatoume pakt Obpabotkm MNAH
ObuwectBom, nognucb Cybbekta TMNAH  wanm  ero
npeacrasuTens.

CybbekT MAH Bnpase TpeboeaTb oT ObuiecTsa
yTouHeHuA ero MAH, ux 6NOKMPOBAHUA NN YHUUTOMKEHUA
B cnyyae, ecam MNH ABAAOTCA HEMOAHBIMM, YCTAPEBLUNMMU,
HETOYHbIMW, HE3AKOHHO MOJIYYEHHBIMU WU He ABAAIOTCA
HeobxoAMMbIMU ANA 3aaBNeHHON uenn O6paboTku MNAH, a
TaKKe NPUHUMaTb npeaycMOTpPeHHble
3aKoHogaTenbcTBOM Poccuitickoit depepauumn B obnactu
MNAH mepbl NO 3aLLmMTe CBOUX NpPas.

Ona peanusaumMm M 3aWKUTbl CBOMX NpaB M

3aKOHHbIX WHTepecoB B Yyactu obecneyeHus
npaBomepHoctM O6paboTkm MNAH u obecneyeHun
BbesonacHoct NAH Cybbekt MNAH wmeeT npaso

0bpatuTbea K ObwecTsy.

Echm Cybbekt MAH cumTaet, 4yto Ob6uecTso
ocyuiectnser O6pabotky MNAH ¢ HapyweHuem
TpeboBaHnit ®3 «O NepcoHaNbHbIX AAHHbIX» WM UHbBIM
obpasom HapylwaeT ero npasa u ceobogpl, CybbeKkT MNAH
BrnpaBe ob6)anosaTb Aenctesms wuan  besgeicrene
ObuwectBa B YNO/HOMOYEHHbIN OpraH Mo 3awure npas
CybbekToB MNAH nan B cyaebHom nopaake.

MpaBo CybbekTta NAH Ha goctyn K ero MNAH moxeT
6bITb OrpaHuYeHo B cooTBeTCcTBUM C deaepanbHbIMU
3aKOHamu, B TOM uucne, ecnm goctyn CybvekTa MNOH K ero
MAOH HapylwaeT NpasBa M 3aKOHHble MHTepPEeCbl TPETbUX NL,.



9. RIGHTS AND OBLIGATIONS OF THE COMPANY
The company has the right:

defend their interests in the judiciary;
provide Personal Data of Subjects to third
parties, if it is provided for by the current legislation of the
Russian Federation (law enforcement, tax authorities,
etc.);

refuse to provide Personal Data in cases
stipulated by the legislation of the Russian Federation;
use the Personal Data of the Personal
Data Subject without his/her consent, in the cases
provided for by the legislation of the Russian Federation.

Obligations of the Company:

ensure confidentiality in relation to personal
data that became known to the Company in the course of
its activities;

in case of unlawful Personal Data processing,
detection of inaccurate Personal Data, upon request of the
Personal Data Subject or his representative, or at the
request of the Personal Data Subject or his representative,
block unlawfully processed PD related to this Personal Data
Subject, or ensure their blocking (if Personal Data
processing is carried out by another person acting on
behalf of the Company) from the moment of such an
appeal

— if the goal of Personal Data processing is
achieved, stop Personal Data processing or ensure its
termination (if Personal Data processing is carried out by
another person acting on behalf of the Company) and
destroys PD or ensures their destruction (if Personal Data
processing is carried out by another person acting on
behalf of the Company).

10. ENSURING THE SECURITY OF PERSONAL DATA

- To ensure the Security of Personal Data,
the Company takes the necessary and sufficient
organisational and technical measures to protect the PD of
Personal Data Subjects from unauthorised or accidental
access to them, destruction, modification, blocking,
copying, distribution, as well as from other illegal actions,
including, including:

appointing, by the Company’s Director
order, the Person Responsible for organising the
processing of Personal Data and the Person Responsible
for ensuring the security of Personal Data, as well as
defining their functions and powers;

development and keeping up to date of the
internal regulatory documents of the Company in relation
to Personal Data processing and ensuring Personal Data
Security, establishing procedures aimed at identifying and
preventing violations of the legislation of the Russian
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9. TMPABA U OBA3AHHOCTU OBLLECTBA

ObuwiecTBo Bnpage:

OTCTaMBaTb CBOU UHTEPECHI B Cy,D,E6HbIX

opraHax;

- npeaoctasnate MNAH CybbeKkToB TpeTbUM
NMuam, ecam  3To  NPefyCMOTPEHO  AEWCTBYIOLWMM
3aKOHO4ATE/IbCTBOM Poccuiickoi depepaumm

(npaBoOXpaHUTENbHbIE, HAJIOrOBbIE OPraHbl U Ap.);
OTKasblBaTb B npepoctasieHnn TMMOH B
cayyvasx, npesycCMOTPEHHbIX 3aKOHOZATE/IbCTBOM
Poccuiickoit ®epepaumm;

ncnonbsosaTb MNAH Cybbekta NOH 6e3 ero
cornacus, B cnyyasx, npeaycMOTPEHHbIX
3aKoHoZaTeNbcTBOM Poccuiickon degepaunn.

O6s3aHHOCTM ObuLecTBa:

obecneunsatb KoHdbuaeHumanbHocTb B
oTHowWeHun MAH, cTaBwmnx n3BecTHbiMM Ob6LLECTBY B XoA4e
OCYLLECTB/IEHUA UM CBOEN AeATENbHOCTH;

B C/lyYae BblIBNIEHNA HENpPaBOMEPHOM
O6paboTkn [MAH, BbIABAEHUA HeTouyHbix [AH, npu
obpauweHun Cybbvekta NAH uan ero npeacrasuTens anMbo
no sanpocy Cybvekta MNAOH wAM ero npeacTaBuTens
OCYLLECTBNATD 610KMpoBaHNE HenpaBomepHO
obpabaTbiBaemblx MOH, OTHOCALLMXCA K 3TOMY CYOBEKTY
NAH, nnn obecneuntb Ux 6oKMpoBaHune (ecnmn obpaboTka
NAH ocywecTBAAeTCA APYIUM JULLOM, AENCTBYHOLMM MO
nopyyeHuto O6LLECTBA) C MOMEHTA TaKoro obpalleHus

B C/lydae AOCTUXKeHUA Lenn obpabotku MAH
npekpawatb O6pabotky MNAH wam obecneumBaer ee
npekpaweHve (ecnm obpabotka MNAH ocywecTBaseTca
APYrMM NIMLOM, AeVCTBYHOLLMM Mo nopyyeHuto Obuiectsa)
W yHuuTOoXKaeT MNOH nan obecneuymBaeT UX YHUUTOXKEHUE
(ecnn obpaboTtka MNAH ocyliecTBAfeTCA APYIMM IMLOM,
AeWcTByoWmMM no nopyyeHuto Obuectsa).

10. OBECMEYEHUE BE3ONACHOCTU NAH

Ona obecneveHna besonacHoctn MAH ObuwecTtso
npuHUMmaeT Heobxoanmble " [OCTaTo4Hble
OpraHM3aLMOoHHbIE U TEXHUYECKne mepbl And 3awwmTtbl MOH
CybbektoB MAOH OT HeNpaBOMEPHOro WAM CAy4YalHOro
goctyna K HUM, YHUUTOXEHUA, NU3MeHEeHUA,
6710KMPOBaHUA, KONMPOBAHMA, PAaCNPOCTPAHEHMA, A TaKKe
OT MHbIX HEMPABOMEPHbIX AEUACTBUI, BKAIOYAIOLLME, B TOM
yucne:

Ha3HauyeHue npuKasom Ounpektopa
ObuwectBa OTBETCTBEHHOrO 3a OpraHM3auuMio 06paboTKM
NAOH n OTeeTcTBEHHOrO 3a obecneyeHue He3o0nacHOCTU
MAOH, a TakKe onpeaeneHme ux GyHKUUA U NONHOMOYMIA;

pa3paboTKka U noadepikaHue B aKTyasbHOM
COCTOSAAHUM  BHYTPEHHUX HOPMATMBHbLIX LOKYMEHTOB
Obuiectsa B oTHoweHUM O6paboTkn NAH 1 obecneveHua
be3onacHocTun NAH, YCTaHOB/IEHUA npoweayp,
HanpaBAEHHbIX Ha BbIABAEHME W NpeAoTBpalLeHUe
HapyweHua B ObwecTBe 3aKoHoaaTenbcTBa Poccuitickon



Federation in the field of Personal Data in the Company,
eliminating the consequences of such violations

periodic internal control, as well as control
carried out by third-party organizations (external audit)
under a work contract or provision of services, compliance
of Personal Data processing with the requirements of the
Federal Law "On Personal Data" and the regulatory legal
acts adopted in accordance with it;

assessing the harm that may be caused to
Personal Data Subjects in case of violation of the Personal
Data legislation, as well as the ratio of this harm with the
measures taken to ensure the enforcement of Personal
Data legislation;

awareness of the Company's Employees who
are directly involved in Personal Data processing with the
provisions of the legislation of the Russian Federation and
internal regulatory documents of the Company in relation
to Personal Data processing and ensuring PD Security,
training of the said Company Employees;

identification of threats to PD Security when
processing them in PDIS;

application of organisational and technical
measures to ensure PD Security when processing Personal
Data in PDIS, necessary to meet the requirements for
Personal Data protection, the implementation of which is
ensured by the levels of Personal Data security established
by Resolution No. 1119-MM;

application of the procedure for assessing
the conformity of information security systems that have
passed in the prescribed manner;

assessment of the effectiveness of measures
taken to ensure PD Security prior to the commissioning of
PDIS;

registration of the Company's Employees
admitted to Personal Data processing;
accounting of material carriers of personal

data;

—  detection of facts of unauthorised access to
personal data and taking measures;
restoration of personal data, modified or
destroyed due to unauthorised access to them;
Establishing rules for accessing PD processed
in PDIS, as well as ensuring registration and accounting of
all actions performed with PD in Personal Data Information

Systems;

control over the measures taken to ensure
Personal Data Security and the level of protection of
Personal Data Information Systems.

A set of measures provided for by Decree No.
1119-PP and Order of the FSTEC dated February 18, 2013
No. 21 "On approval of the composition and content of
organisational and technical measures to ensure the
security of personal data during their processing in
personal data information systems", to ensure the security
of Personal Data in The Company is determined in the
organisational and administrative documents of the
Company, approved by the Director of the Company,
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depepaumn B obnactn MNOH, ycTpaHeHWAa nocneacTsui
TaKUX HapyLIEeHWI;

nepuoauyveckmii BHYTPEHHUN KOHTPO/b, a
TaKXe  KOHTPOAb,  OCYLLECTBAAEMbIA  CTOPOHHUMM
opraHusaumamu (BHeWHW ayauT) no AoroeBopy noapasa
WUAW OKasaHua ycayr, cootseTctBua O6paboTkm [MAH
TpeboBaHnam @3  «O nepcoHanbHbIX AAHHbLIX» U
NPUHATBIM B COOTBETCTBUM C HUM HOPMATUBHbIM
NpPaBOBbIM aKTaMm;

npoBefeHNe OLEHKM Bpeda, KOTopbin
MoXKeT 6biTb npuunHeH Cybbektam [MOH B chyyae
HapylweHua 3akoHogaTenbcTBa 0 obnactm MAH, a Takxke
COOTHOLWEHWEe YKa3aHHOro BpeAa C MNPUHUMAEMbIMU
Mepamu No obecneyeHnto UCNONHEHWA 3aKOHO4ATENbCTBA
B obnactu NAH;

O3HaKomneHne PaboTHMkoB Ob6uwecTsa,
HenocpeacTBeHHO ocyuwecTeaaowmx O6bpabotky MAOH, ¢
NOJIOXKEHUAMM 3aKOHOOATEbCTBA Poccuiickoi
depepaumm 1 BHYTPEHHUX HOPMATMBHbLIX AOKYMEHTOB
ObuwectBa B oTHoweHUn ObpaboTtkm MAH 1 obecneyeHuto
BesonacHoctn MAH, obyyeHue yKasaHHbIX PaboTHWKOB
ObuiecTsa;
- onpeaeneHue yrpo3s besonacHocTtu MNAH npu
ux obpaboTke B UCMNAH;
npumMmeHeHue OpraHM3aLMOoHHbIX u
TEeXHUYEeCKMx mep no obecneveHuto besonacHoctn MNAH
npu O6pabotke NMAH B WCMNAH, HeobxoauMmbIXx ANA
BbINONHEHMA TpeboBaHMi K 3awwuTte MAH, MCnonHeHue
KOTOpPbIX 06ecneynBaeT ycTaHOB/IEHHbIe MOCTaHOBEHNEM
Ne 1119-MM yposHM 3awmweHHocTH MNAH;
NpUMeHeHWe NPoLLEALINX B YCTAHOBNEHHOM
nopagke npoueaypy oueHku cootsetctana C3U;
OL,eHKa 3pPeKTUBHOCTU NPUHUMAEMBIX MepP
no obecneyeHntio besonacHoct MAH 40 BBOAA B
akcnayataumo MCNAH;

yyeT PaboTHMKoB Ob6LLecTBa, AONYLLEHHDbIX K
obpabotke MNAH;

y4yeT maTtepuanbHblx Hocutenei NAH;
obHapykeHne daktos HCO Kk MNOH un
NPUHATUEM Mep;

BoccTaHoBneHue MNAOH, MoaNPULMPOBAHHbIX
MW YHUYTOXKeHHbIX Bcneactene HCL, K HUm;
yCcTaHoB/IeHWe npasua goctyna K [MAOH,
obpabatbiBaembim B WMCIMNAH, a TaKkxKe obecneyeHune
pervcTpaumm 1 ydeTa Bcex AeicTBuin, coBepluaemblix ¢ MAH
8 NCMAH;

KOHTPO/b 3@ NMPUHUMaEMbIMU Mepamn no

obecneyeHunto besonacHocTn nau " YPOBHA
3awmweHHocty UCNOH.
Komnnekc meponpuatTuii, npesycMOTPEHHbIX

MoctaHoBneHnem No 1119-MMN wn Mpukasom PCTIK ot
18 dpeBpans 2013 r. Ne 21 «O6 yTBEp*KAEHMWU COCTaBa U
coAepXKaHUA OpPraHM3aLMOHHBIX U TEXHUYECKUX Mep Mo
obecneyeHuto 6€30MacHOCTM NePCOHANbHbIX AAHHbIX NPK
Mx obpaboTtke B MHPOPMALMOHHBIX  CcUCTEMaXx
NnepcoHaNbHbIX AAaHHbIX», N0 obecneyeHnto besonacHocTu
NOoH B O6lecTBe onpeaenseTcs B OPraHM3aLMOHHO-
pacnopaauTenbHbIX OOKYMEHTax ObuwecTsa,



taking into account the results of assessing the possible
harm to the Personal Data Subject, which may be inflicted
in the event of a violation of the Security of his/her
Personal Data, the relevance of threats to Personal Data
Security, as well as establishing the level of Personal Data
security.

11. CONTROL OF COMPLIANCE WITH THE
LEGISLATION OF THE RUSSIAN FEDERATION AND
INTERNAL REGULATORY DOCUMENTS OF THE
COMPANY IN THE FIELD OF PERSONAL DATA
PROTECTION

Internal control over the observance of the
requirements of the legislation of the Russian Federation
and internal regulatory documents of the Company in the
field of personal data is carried out by the Person
Responsible for organising the processing of personal data
on an ongoing basis with the involvement of the Person
Responsible for ensuring the security of personal data.

The person responsible for organising the
processing of Personal Data receives instructions directly
from the Director of the Company, and is accountable to
him.

The person responsible for organising the
processing of Personal Data is obliged to:

— to exercise internal control over the
observance by the Company and the Company's
Employees of the legislation of the Russian Federation on
personal data, including the requirements for the
protection of personal data;

—  to bring to the notice of the Company's
Employees the provisions of the legislation of the Russian
Federation on personal data, internal regulatory
documents of the Company on the issues of Personal Data
processing, requirements for the protection of personal
data;

— organise the reception and processing of
applications and requests from Personal Data Subjects or
their representatives and (or) monitor the reception and
processing of such applications and requests.

yTBepaaembix [dupektopom ObwectBa, c y4yeTom
pe3ynbTaToOB OLLEHKM BO3MOXKHOro Bpeaa CybvekTy MAH,
KOTOPbIA MOKeT OblTb HaHeceH B Cayvyae HapylleHuA
besonacHocTu ero nam, aKTyasIbHOCTH yrpos
besonacHoctn T[[H, a TakXe YyCTaHOBNEHUA YPOBHA
3awmuweHHocTu MAH.

11. KOHTPO/Ib 3A COB/IIOAEHNEM
3AKOHOATE/IbCTBA POCCUNCKOM OEOEPALIUU
Y BHYTPEHHUX HOPMATMBHbIX JOKYMEHTOB
OBLUECTBA B OB/IACTU NAH

BHYTpPEHHMI KOHTpPO/Ab 3a cobnogeHnem B
Obuwectee TpeboBaHWI 3aKoHogaTenbcTBa Poccuiickomn
dPepepaumm 1 BHYTPEHHUX HOPMATMBHbLIX AOKYMEHTOB
ObuwecTtBa B obnactn nawH ocylecTsaseTca
OTBETCTBEHHbIM 3a OpraHusaumto ob6pabotkm MAH Ha
NOCTOAHHOW OCHOBE C NpuBievyeHnem OTBETCTBEHHOrO 3a
obecneyeHne 6esonacHocTv MNAH.

OTBETCTBEHHbIN 33 opraHM3auuio obpabotkm NAH
NnosyyYaeT yKasaHWA HemnocpeacTBeHHO OT [upekTopa
ObLwecTBa, M NOAOTYETEH emy.

OTBETCTBEHHbIN 33 opraHM3aumio obpaboTtkm MNAH
06s3aH:

—  OCYWECTBNATb BHYTPEHHWIA KOHTPO/b 33
cobnogeHnem ObuectBom n PaboTHMKkamu Obuiectsa
3aKoHopgaTtenbcTBa Poccuinckont ®epepaunm o MNAH, B TOMm
yuncne TpeboBaHuit K 3awmTe MOH;

—  poBoAMTb A0 cBedeHus  PaboTHuMKoB
ObuwecTBa NOMOXKEHUA 3aKoHogaTesbcTBa Poccuiickoi
®epepaumm o TM[H, BHYTPEHHWX  HOPMATUBHbIX
OokymeHToB Obuwectea no Bonpocam O6paboTku MAH,
TpeboBaHuit K 3awmTe NAH;

—  OpraHusoBbiBaTb nNpuem w  06paboTKy
obpaweHuit un 3anpocos CybbektoB [MOH wam unx
npeacrasuteneit U (MAM) OCYLLECTBNATb KOHTPO/b 3a
npuemom 1 o6paboTKon Taknx obpaLleHnit 1 3anpocos.
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12. RESPONSIBILITY FOR IMPLEMENTING THE POLICY

Employees of the Company who process Personal
Data, as well as the Person Responsible for organising of
Personal Data processing, Person Responsible for ensuring
the security of Personal Data shall bear disciplinary, civil,
administrative or criminal liability in accordance with the
legislation of the Russian Federation for violation of the
requirements of this Policy, other internal regulatory
documents of the Company in the field of Personal Data
and legislation of the Russian Federation in the field of
Personal Data Protection.

13. FINAL PROVISIONS

This Policy comes into force upon the expiration
of 10 calendar days from the date of its approval.

Changes to this Policy may be caused by changes
in the legislation of the Russian Federation, internal
documents of the Company, Personal Data information
systems, Personal Data protection system.

All changes and additions made to this Policy are
approved by the Director of the Company.

All employees of the Company are subject to
mandatory awareness with this Policy and bear
responsibility as provided for by the legislation of the
Russian Federation for violation of its provisions.

In the event that, upon the entry into force of
amendments to the legislation of the Russian Federation,
certain clauses of this Policy contradict such amendments,
the Policy shall be applied in the part that does not
contradict the legislation of the Russian Federation, and
until the relevant amendments are made to this Policy, the
Company is guided in its activities by the requirements of
the legislation of the Russian Federation.
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12. OTBETCTBEHHOCTb 3A PEA/IU3ALIUIO
MNONOXEHUN NOJIUTUKN

PaboTHMKM ObuwecTsa, ocyuwiecTeaatowme
06paboTKy NAH, a TakKke OTBETCTBEHHbIM 33 OPraHN3aLMIo
obpabotkn MOH, OTBETCTBEHHbIN 3a obecneyeHune
6e3onacHocTu MAH HeCyT AUCUMNANHAPHYHO, TPaXKAAHCKO-
NPaBoBYIO,  agMUHUCTPATUBHYIO  UAW  YTOJIOBHYIO
OTBETCTBEHHOCTb B COOTBETCTBUMM C 3aKOHOZATE/IbCTBOM
Poccuitickonn ®depepaumm 3a HapyweHue TpeboBaHWUM
HacTosAwel MOAUTUKM, UHBIX BHYTPEHHUX HOPMATMBHbIX
OoKymeHToB  ObuwecTtBa B  obnactu nax "
3aKoHogaTenbcTBa Poccuiickoit degepauymn B obnactu

NnAax.
13. 3AK/IIOYUTE/IbHBIE NO/TIOXKEHUA

Hactoawan MosnMTuka BCTynaeT B Cuay Mo
uctedeHmn 10 KaneHdapHbiXx AHeld C  AaTthl  ee
yTBEPKAEHUA.

BHeceHMe M3MeHeHWI B HacToAwwyl MoAUTURY
MOXET BbI3BAHO W3MEHEHWAMM B 3aKOHOAATE/NIbCTBE
Poccuitickon  ®depepauuu, BHYTPEHHUX  AOKYMEHTax
ObuwectBa, MHPOPMAULMOHHbIX cuctemax MNAH, cucTeme
3awmTol NAH.

Bce M3meHeHMA W OOMNONHEHUA, BHECEHHble B
HacToAwyo MoAnTUKY, yTBepKAaatoTca  [upeKkTopom
Obuiecrsa.

Bce paboTHWNKM Obulectsa noaneKat
0b6s3aTeIbHOMY 03HAaKOMJIEHUIO C HacToAWen MoanUTUKoN
M HecyT  NpeayCMOTPEHHYHO  3aKOHOZATEe/NbCTBOM
Poccuiickon depepaumn 0TBETCTBEHHOCTb 3@ HapylUeHue
€& NoNOoXKEHUN.

B cnyvae, ecan npu BCTYyNJAeHUM B CUAY
M3MeHEHUM B 3aKOHOAATeNbCTBO Poccuitckoin Pegepaumm
OTAeNbHble  MyHKTbl  HactoAwen Moautukm  Byayt
NPOTUBOPEUYNTL  TaKUM N3MEHEHUAM, MonuTmka
npumeHsaeTca B yacTu, He npoTuBOpeYaLlLen
3aKoHopaTenbcTBy Poccuiickonn  Pepepaumn, u  go
MOMEHTa BHECEHUSA COOTBETCTBYHOLMX W3MEHEHUIN B
HacToswwyto Moantnky O6wecTBo B CBOEN AEATENBHOCTU
pykoBoAacTBYeTCA  TpeboBaHMAMM  3aKOHOZATE/bCTBA
Poccuiickon deaepaunn.
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